Cloud Infrastructure and Services(PEIT-115)

Cloud Computing is the delivery of computing services like servers, storage, databases,

networking, software, and more over the internet instead of relying on your local computer or

on local servers.
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Cloud computing is called “cloud” computing because the internet is often represented as a
cloud in diagrams, and it delivers computing resources (like storage, servers, applications)
over the internet, just like electricity is delivered over a grid.

Characteristics of Cloud Computing

1. On-demand self-service — You can access resources (like storage or virtual
machines) whenever you need them, without waiting for manual setup.

2. Global network access — Resources are available over the internet and accessible
from anywhere.

3. Resource pooling — Cloud providers share their infrastructure among multiple
customers, but each customer’s data is isolated.

4. Rapid elasticity — Resources can be quickly scaled up or down depending on
demand.

5. Pay-as-you-go — You pay only for what you use, similar to an electricity bill.

Utility computing is a service provisioning model where computing resources (like
processing power, storage, or software) are provided to customers on-demand and
charged based on usage, just like electricity, water, or gas utilities.

Features of Utility Computing



1. On-demand service — Resources are available whenever the user requires them.

2. Pay-as-you-go model — Billing is based on usage (like number of CPU hours, GB of
storage, or data transfer).

3. Scalability — Resources can expand or shrink depending on demand.
4. Cost efficiency — No need to invest in expensive infrastructure upfront.

5. Shared resources — Providers serve multiple users, ensuring efficient resource
utilization.

Examples

e Amazon EC2: You can rent virtual servers by the hour and shut them down when not
needed.

e Google Cloud Storage: You pay only for the storage space you actually use.

~ Difference Between Utility Computing in Cloud and Traditional IT Infrastructure
1. Ownership & Resource Provisioning
e Traditional IT:
o Companies buy and own servers, storage, and networking equipment.
o Resources are fixed and often underutilized.
e Cloud Utility Computing:
o Resources are rented on-demand from providers (AWS, Azure, GCP).
o No need to own or maintain physical hardware.
2. Cost Model
e Traditional IT:

o Requires huge upfront investment (CapEx) in hardware, software licenses,
data centers, and IT staff.

o Costs remain high even if resources are underused.
e Cloud Utility Computing:

o Pay-as-you-go (OpEx) model, similar to electricity or water bills.



o You pay only for the resources consumed (e.g., hours of server usage, GB of
storage).

3. Scalability & Flexibility
e Traditional IT:
o Scaling requires buying new hardware, which takes time and money.
o Hard to respond to sudden demand spikes.
e Cloud Utility Computing:

o Instant scalability—resources can be scaled up or down automatically
based on demand.

o Very flexible for unpredictable workloads.
4. Maintenance & Management
e Traditional IT:

o Company is responsible for server maintenance, upgrades, backups, and
security.

o Requires dedicated IT staff.
e Cloud Utility Computing:

o Cloud provider manages infrastructure, ensuring availability, updates, and
security.

o Company focuses on applications, not infrastructure.
5. Business Continuity
e Traditional IT:

o Backup and disaster recovery require extra investment in duplicate
hardware and sites.

e Cloud Utility Computing:

o Built-in redundancy and disaster recovery are available as part of cloud
services.

# Examples



e Traditional IT Example:
A university sets up its own data center to host a learning portal. Even during
vacations (low usage), the servers run and consume resources, wasting money.

e Cloud Utility Example:
Netflix runs on AWS. When a new series launches, millions of users stream at once.
Cloud servers automatically scale up to handle the load and scale down after
demand drops, so Netflix pays only for actual usage.

1. Public Cloud

Definition: A cloud environment owned and operated by a third-party provider, where
computing resources are shared among multiple organizations and accessed over the
internet.

Example: Amazon Web Services (AWS), Microsoft Azure,
Google Cloud.

Public Cloud Advantages:

e Low cost (pay-as-you-go).

e No maintenance required by the user.
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e Highly scalable and reliable.

Disadvantages:

e Less control over infrastructure.
e Potential security and privacy concerns.
2. Private Cloud

Definition: A cloud environment dedicated to a single organization, either hosted on-site or
by a third-party provider.
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Example: VMware Cloud, OpenStack Private Cloud.
Advantages:

e High security and privacy.
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e Full control over data and resources.

e Customizable to business needs.

Disadvantages:

e High setup and maintenance cost.

e Limited scalability compared to public cloud.
3. Hybrid Cloud

Definition: A cloud environment that combines both public and private clouds, allowing data
and applications to be shared between them.

Example: Using Microsoft Azure (public) for
scalability and a private data center for

A sensitive data.
Hybrid Cloud Advantages:

Connection

e Flexibility to use both public and
private resources.

@

0 158 e Cost optimization (sensitive data on
private, workloads on public).

e DBetter disaster recovery options.

Disadvantages:

e Complex to manage and integrate.
e Possible compatibility and security issues.

4. Community Cloud

Definition: A cloud environment shared by multiple organizations with common goals,
policies, or requirements.

Community Cloud Model

Example: Government agencies, universities, or
healthcare institutions sharing infrastructure.
Advantages:

e Cost-effective for organizations with shared needs.
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e Encourages collaboration among users.
e Better security than public cloud (limited to trusted community).

Disadvantages:

e Limited scalability compared to public cloud.

e Costs higher than public cloud (since fewer users share resources).

1. What are the pros and cons of public and hybrid cloud? (4m)
2. Write any two characteristics of public cloud and hybrid cloud. (2m) write any pros
Public Cloud

A public cloud is owned and operated by third-party providers (AWS, Azure, GCP).
Resources are shared by multiple organizations but isolated securely.

L1 Pros
1. Cost-effective

o No need to buy expensive servers or maintain data centers.
o You only pay for what you use (like renting electricity).

2. Scalability

o If suddenly millions of users join your app, the provider can give you more
servers instantly.

o Perfect for businesses with unpredictable traffic.

3. Reliability

o Big providers (AWS, Azure, GCP) have data centers worldwide. If one goes
down, another takes over.

o This gives 99.9%+ uptime.

4. Ease of use

o Ready-to-use services (databases, storage, analytics, Al tools) are available
with a few clicks.

o Saves time for developers.



5. Innovation

o Public cloud gives access to advanced technologies like machine learning
APIs, big data tools, loT platforms, etc.

o Small companies can use tools that only big enterprises could afford earlier.

., Cons

1. Security concerns

o Your data is stored in someone else’s servers.

o If the provider gets hacked or misconfigurations happen, your data is at risk.
2. Compliance challenges

o Some industries (banking, healthcare, government) have strict rules about
where and how data is stored.

o Public clouds may not meet these rules easily.
3. Less control

o You don’t control the physical servers.

o Limited ability to fine-tune performance or customize hardware/software.
4. Performance issues

o Everything depends on internet speed.

o If the provider’s servers are far away, latency (delays) can happen.
5. Vendor lock-in

o Each provider has its own tools and services.

o Migrating from AWS to Azure or GCP is difficult and costly.

@ Hybrid Cloud

A hybrid cloud combines public cloud + private/on-premises infrastructure, allowing
data and apps to move between them.

1 Pros



1. Flexibility
o Critical/sensitive data (like patient health records) can stay in private servers.
o Public cloud can be used for less sensitive workloads like analytics or testing.
2. Security & Compliance

o Sensitive workloads are kept on private infrastructure, meeting legal and
regulatory requirements.

o Example: Banks keep account data private but use public cloud for
customer-facing apps.

3. Optimized costs
o Daily stable workloads run on private servers (cost-effective in long term).

o Spiky/unpredictable workloads run on the public cloud (pay only when
needed).

4. Business continuity
o If private servers fail, the public cloud can take over as backup.
o Ensures disaster recovery and high availability.
5. Gradual cloud adoption
o Companies don’t have to move everything to the cloud at once.
o They can test cloud services step by step while keeping old systems running.
., Cons
1. Complexity
o Managing both public and private environments requires advanced setup.
o You need to integrate networks, apps, and data across both sides.
2. Higher costs
o You must maintain private infrastructure (hardware, staff, electricity).

o Plus, you also pay for public cloud usage.



3. Management challenges

o Monitoring, patching, securing, and updating across two environments is
tough.

o Need strong DevOps and IT teams.
4. Skill requirements
o IT teams must be skilled in both on-premises systems and cloud platforms.
o Training and hiring can be expensive.
5. Latency issues
o Moving data between private servers and the public cloud may cause delays.

o Example: If a hospital stores patient records privately but uses cloud Al for
analysis, the transfer may add time.

What are the key characteristics of cloud computing? (2m)

~ Characteristics of Cloud Computing

1. On-Demand Self-Service

e Users can provision computing resources (like storage, servers, or applications)
automatically without requiring human intervention.

e Example: Creating a virtual machine on AWS or Google Cloud in minutes.

2. Global Network Access

e Services are available over the internet and accessible from various devices such
as laptops, mobiles, and tablets.

e Example: Accessing Google Drive files from any device.
3. Resource Pooling
e Computing resources are shared among multiple users using a multi-tenant model.

e Resources (storage, CPU, memory) are dynamically assigned and reassigned
according to demand.

e Example: AWS data centers serving many customers at the same time.



4. Rapid Elasticity (Scalability)

e Resources can be scaled up or down quickly based on workload requirements.

e Appears to be unlimited to the user.

e Example: E-commerce sites scaling resources during festive sales.
5. Measured Service (Pay-as-you-go)

e Cloud systems automatically control and optimize resource usage.

e Users are billed only for what they consume, similar to electricity or water.

e Example: Paying only for the GB of storage or compute hours used on AWS.
6. Multi-Tenancy

e Multiple users (tenants) share the same infrastructure securely.

e Each user’s data and applications are isolated but share common resources.
7. High Availability & Reliability

e Cloud providers ensure that services are available almost 24/7 with minimal
downtime.

e Example: Google Cloud offering 99.99% uptime SLAs.
Is cloudless computing possible? How? (2m)
Ans=>

Cloud computing means using centralized servers (AWS, Azure, GCP, etc.) to store
data and run apps over the internet.

Cloudless computing means avoiding reliance on centralized cloud providers.
Instead, computation, storage, and services are handled locally or in a decentralized
way.

1 Is it possible?

Yes, cloudless computing is possible — and it already exists in several forms.
Instead of the “cloud,” the computation happens:



1. On the Edge (Edge Computing)

o Processing happens close to the data source (loT devices, local
servers, user devices).

o Example: A smart camera analyzing video footage on-device instead of
sending all data to a cloud server.

2. Peer-to-Peer (P2P) Networks

o Devices communicate and share resources directly without central
servers.

o Example:blockchain systems.

3. On-Premises Infrastructure
o Companies use their own local servers and private data centers
instead of cloud vendors.

o Example: Running your web apps entirely on your own servers in your
office or data center.

4. Fog Computing
o A layer between the cloud and the edge that distributes computing
resources in a decentralized way.

Describe how the following things are done in cloud computing a) Resource pooling
b) On demand self service c) measured and reporting service d) Automation e) Work
from any location f) Large Network access. (12m)

@ Cloud Computing Features Explained

a) Resource Pooling

e Cloud providers use a multi-tenant model, where computing resources
(servers, storage, databases, bandwidth) are pooled together and dynamically
allocated to multiple users.

e Resources are abstracted from the physical hardware and assigned as per
demand.

e Example: AWS hosts thousands of users on shared data centers, yet each
user feels like they have dedicated servers.



b) On-Demand Self-Service

Users can provision resources like virtual machines, storage, or
applications instantly without contacting the provider.

Achieved through self-service portals and APIs.

Example: Launching a new server from the AWS Management Console in
minutes.

c) Measured and Reporting Service

Cloud systems automatically monitor, measure, and record resource
usage (CPU hours, storage, bandwidth, etc.).

Reports and dashboards are provided to both customers and providers for
billing and transparency.

Example: AWS CloudWatch or Azure Monitor tracks resource consumption
and generates bills.

d) Automation

Cloud computing uses automation tools and scripts to deploy, manage, and
scale resources without human intervention.

This ensures efficiency, reduces errors, and allows auto-scaling based on
workload.

Example: Auto-scaling in AWS automatically adds servers during traffic spikes
and removes them during low demand.

e) Work from Any Location

Since resources and applications are hosted on the cloud and accessed via
the internet, users can work remotely from any location.

They just need internet access and valid credentials.

Example: Google Workspace (Docs, Drive, Gmail) allows teams to collaborate
worldwide.

f) Large Network Access



e Cloud services are accessible over the internet through standard devices

(laptops, smartphones, tablets).
e This ensures availability anywhere with broad network access.

e Example: Netflix streams content to millions of users globally through the
internet using cloud servers.

What is on-demand functionality? How is it provided in cloud computing? (4m)

®® On-Demand Functionality
o Definition:
On-demand functionality means that a user can access and use computing
resources (servers, storage, applications, or services) whenever required,

without manual intervention from the service provider.

> How It Is Provided in Cloud Computing
Cloud providers (AWS, Azure, GCP, etc.) offer on-demand functionality through:

1. Self-Service Portals / Dashboards

o Users can log into a portal (like AWS Console) and directly provision
resources such as servers, databases, or storage.

o Example: Creating a new virtual machine in seconds.
2. APIs and Automation Tools

o Resources can be requested programmatically using APIs, SDKs, or
Infrastructure-as-Code tools (Terraform, CloudFormation).

o Example: An app automatically scales up servers when traffic increases.
3. Pay-as-You-Go Billing

o Since resources are on-demand, you are billed only for the duration and
quantity you use.

o Example: Renting storage for 2 days and paying only for those 2 days.

# Example

e A startup launches a new app. On the first day, it needs only 2 servers.



e When more users join, it requests 5 more servers instantly from the cloud

(on-demand).

e Later, when traffic drops, it releases those extra servers to save cost.

Cloud Computing vs. Cluster Computing vs. Grid Computing

1. Differentiate between Cluster and Cloud Computing. (2m). 2.Compare and contrast
cloud computing, cluster computing, and grid computing in terms of their features and

applications. (4m)

Aspect Cloud Computing Cluster Computing Grid Computing
Definition Cloud Computing is the delivery | Cluster Computing is a form of | Grid Computing is a
of computing services computing where multiple distributed computing model
(servers, storage, databases, interconnected computers where resources from many
software, networking, Al, etc.) | (nodes) work together as a | geographically separated
over the internet on a single system. computers are combined to
pay-as-you-go basis work on a large task.
Example Google Cloud, AWS, Microsoft Google Search Engine Worldwide LHC Computing
Azure. clusters, NASA's Grid (CERN).
supercomputer clusters.
Resource Managed by third-party Centrally managed; tightly Decentralized; loosely coupled
Management | providers; fully virtualized. coupled nodes. nodes.
Scalability Highly scalable (elastic Limited scalability (depends Very scalable (nodes can be
resources). on number of cluster nodes). | added from anywhere).
Coupling Loosely coupled (through Tightly coupled (nodes in Loosely coupled (nodes
virtualization). same location). across different locations).
Cost Model Pay-as-you-go (utility model). Requires high initial Low-cost (uses idle
investment in hardware. computers, but setup is
complex).
Usage Hosting applications, storage, Al, | High-performance computing, | Large-scale scientific
SaaS platforms. scientific simulations, research, complex
database servers. mathematical problems
Features - On-demand self-service - High performance - Resource sharing across

- Broad network access
- Resource pooling
- Rapid elasticity

- Fault tolerance (backup
nodes)
- Centralized control

locations
- High fault tolerance




Applications | . Data backup & recovery - Search engine indexing - Drug discovery

- Database servers

Assessing the Roles of Open Standards in Cloud Computing

Elaborate how open standards contribute to cloud computing interoperability. (2m)

1. What are Open Standards?
Open standards are publicly available technical specifications or guidelines that ensure
interoperability, portability, and compatibility between different systems and
services.They are not owned by a single vendor but are created and maintained by
standardization bodies (like ISO, IEEE, W3C, OASIS).

Example: HTML is an open standard, which is why websites can run on any browser.

Similarly, open standards in cloud computing allow services from different providers to work
together.

2. Why Open Standards are Important in Cloud Computing?

Cloud computing involves multiple providers, platforms, and technologies. Without open
standards:

e Services would become vendor locked-in (customers stuck with one provider).
e Different clouds couldn’t “talk” to each other.
e Migrating applications/data between providers would be very difficult.
Open standards act like a common language across different cloud providers.
3. Key Roles of Open Standards in Cloud Computing
1. Interoperability
o Allows applications and data to work across multiple cloud providers.

o Example: A business using AWS could integrate its systems with Microsoft
Azure using standardized APIs.

2. Portability

o Enables movement of applications and data from one provider to another
without rewriting code.

- Web hosting & SaaS - Weather forecasting - Climate modeling




o Example: Deploying the same containerized application on Google Cloud and
AWS using Kubernetes (an open standard for container orchestration).

Avoiding Vendor Lock-in

o Open standards prevent dependency on a single provider by ensuring
services follow the same guidelines.

o This gives customers freedom to switch providers or use multiple at once.
Security and Compliance

o Standards like OAuth 2.0 for authentication and TLS/SSL for data encryption
provide consistent, trusted security practices across clouds.

Innovation and Collaboration

o Open standards encourage innovation because developers worldwide can
contribute and build upon them.

o Example: OpenStack (open-source cloud infrastructure) follows open
standards, allowing a community-driven ecosystem.

Cost Efficiency

o Organizations save money by reusing existing tools, skills, and applications
instead of building everything from scratch for each provider.

What are the advantages and disadvantages of Cloud computing in comparisons of
Distributed and Grid computing? (4m)

1. Cloud Computing

Definition: Provides on-demand access to shared resources (servers, storage,
applications) over the internet, managed by third-party providers.

.1 Advantages

Pay-as-you-go model reduces cost.
Highly scalable and flexible.
No need for user to manage infrastructure (provider-managed).

Accessible from anywhere with internet.



., Disadvantages

e Data security and privacy concerns (data stored on provider’s servers).
e Vendor lock-in (hard to move to another provider).
e Internet dependency (no access without connection).

2. Distributed Computing

e Definition: A computing model where a task is divided into smaller subtasks that run
on multiple computers connected via a network.

.1 Advantages

e Efficient use of idle system resources.
e Fault tolerance (if one system fails, others can continue).

e High performance for parallel tasks.
., Disadvantages

e Complex to manage and program.
e Security is difficult across multiple nodes.
e Requires strong synchronization between systems.

3. Grid Computing

e Definition: A special form of distributed computing where geographically dispersed
computers are coordinated to solve large-scale problems (like scientific simulations).

.1 Advantages

e Cost-effective (uses existing heterogeneous resources).
e Enables solving massive scientific and research problems.

e High computing power by pooling global resources.

.1, Disadvantages

e Requires complex scheduling and resource allocation.

e Latency issues due to wide geographical distribution.



e Limited to certain workloads (batch processing, scientific tasks).

. Comparison of Cloud vs Distributed vs Grid

Feature Cloud Computing Distributed Grid Computing
Computing
Ownership Provider-owned Organization-owned Shared among

organizations

Cost Model Pay-as-you-go High setup cost Uses existing resources
(low cost)
Management Managed by Managed by users Coordinated across
provider multiple orgs

Scalability High, on-demand Moderate, depends on High, but complex

infra
Best Use Business apps, Parallel tasks, Research, scientific
Case SaaS, storage enterprise systems computing
Main Security, vendor Complexity, Latency, workload
Limitation lock-in synchronization limitation

# Example Use Cases
e Cloud Computing: Netflix streaming services on AWS.

e Distributed Computing: Google search engine distributes queries across thousands
of servers.

e Grid Computing: SETI@home project using PCs worldwide to analyze radio
signals.



Before going for cloud computing platform, what are the essential things to be taken
in concern by users? (4m)

.1 Essential Things Users Must Consider Before Using Cloud Computing

1. Security & Privacy

o Check how the provider protects data (encryption, access control, compliance
with laws like GDPR/HIPAA).

o Ensure sensitive data is safe from unauthorized access.
2. Cost & Pricing Model
o Understand the pay-as-you-go model, hidden costs (data transfer, storage).
o Compare plans to avoid overspending.
3. Service Level Agreements (SLASs)
o Review guarantees for uptime, performance, and support.
o SLA defines what compensation you get if services fail.
4. Compliance & Legal Issues

o Ensure the provider meets industry regulations (finance, healthcare,
government).

o Consider data residency (where data is stored).
5. Scalability & Performance
o Check if the platform can handle sudden demand increases.
o Ensure low latency and high availability.
Differentiate between scalability and elasticity in cloud computing with example. (2m)
1. Scalability

e Meaning: Ability of a system to handle increasing workload by adding more
resources (either vertical or horizontal scaling).

e Type: Planned, long-term growth.



e Example:

o A company adds more servers to its cloud database as the number of users
grows steadily.

o Vertical scaling: upgrading a server from 8 GB RAM to 32 GB RAM.
o Horizontal scaling: adding more servers to a cluster.

2. Elasticity

e Meaning: Ability of a system to automatically scale resources up or down based
on real-time demand.

e Type: Dynamic, automatic adjustment.
e Example:

o During a festival sale, an e-commerce site’s traffic spikes suddenly — cloud
automatically adds servers.

o After the sale ends, traffic drops — cloud reduces servers to save cost.

. Key Differences

Feature Scalability Elasticity
Definition Ability to increase resources to Ability to automatically add/remove
meet long-term growth. resources based on demand.
Nature Planned, manual or Dynamic, automatic, real-time.

semi-automatic.

Time Long-term (predictable growth). Short-term (sudden changes).
Frame
Example  Adding more servers as your Auto-scaling servers during sudden

user base doubles over months.  traffic spikes (e.g., Black Friday sales).

Which is the most common scenario for a private cloud? (2m)



Aspect

Definition

Control

The most common scenario for a private cloud is when an organization needs high

security, control, and compliance for sensitive data and applications.

e Typically used by banks, government agencies, healthcare institutions, and

large enterprises.

e Example:

o A bank running its own private cloud to store customer financial data

securely.

o A hospital using private cloud to manage patient health records in
compliance with HIPAA.

o A government department maintaining confidential citizen data.

(MST)Discuss the fundamental trade-offs between laaS, PaaS and SaaS in terms of
control, flexibility, and cost? What are the basic challenges in migration from laaS to
Paa$S without disturbing business operations? (8m)

SaaS (Software as a Service)

SaaS provides software
applications over the internet on
a subscription basis. Users
access these applications via a
web browser without needing to
install or maintain them on their
device.

Low control: provider controls
everything except limited
user-specific configurations.

Paa$S (Platform as a Service)

Platform as a service provides a
platform allowing developers to
build, deploy, and manage
applications without dealing with
the underlying infrastructure.

Medium control: users control
applications and data, but not
underlying OS or infrastructure.

laaS (Infrastructure as a
Service)

laaS provides virtualized
computing resources over the
internet, including servers,
storage, and networking. Users
can rent these services on a
pay-as-you-go basis rather than
purchasing and maintaining
physical hardware.

High control: users control OS,
runtime, apps, storage, and
networking.



Flexibility

Cost

Examples

Best For

Least flexible: features are fixed
by the SaaS provider; minimal
customization possible.

Usually subscription-based,
predictable cost. No
infrastructure/maintenance cost
but recurring license fees.

Microsoft 365, Salesforce

End-users who just want to use
software without managing infra
or platforms.

Moderate flexibility: limited to what

the platform supports. Easier to
scale apps but restricted in
customization.

More cost-efficient than laaS for
app development since infra +
runtime are managed. Reduced
need for IT staff.

Google App Engine, Microsoft
Azure App Service

Developers focusing on
building/deploying apps without
worrying about infra or OS.

Challenges in Migration from laaS to PaaS

¢ 1. Application Compatibility

Very flexible: can install and
configure anything (custom
apps, databases, tools).

Pay-as-you-go for infrastructure
resources. Lower upfront cost,
but may require skilled IT staff
— higher long-term operational
costs.

AWS EC2, Microsoft Azure

Businesses needing full control
of infrastructure for custom
apps, legacy systems, or
specific compliance needs.

e Apps built for laaS may rely on custom OS configurations, middleware, or
dependencies not supported by PaaS.

¢ 2. Data Migration & Integration

e Migrating databases and storage to PaaS services (like Azure SQL, Google Cloud

SQL) requires careful planning to avoid data loss or downtime.

¢ 3. Downtime & Business Continuity

e Even short downtimes can impact critical operations.

¢ 4. Vendor Lock-in

e Once migrated, switching providers or moving back to laaS can be costly and

time-consuming.



¢ 5. Security & Compliance

e Moving from self-managed infra (laaS) to provider-managed PaaS means adjusting
to new security models.

¢ 6. Performance Optimization

e PaaS may impose limits on performance tuning (e.g., scaling policies, middleware
control).

Scenario: A small e-commerce startup currently hosts its website on a single on-premises
server that crashes during peak demand. They are considering moving to the cloud.

i) Recommended Cloud Service Model

Recommendation: Platform as a Service (PaaS) or Infrastructure as a Service (laaS).

e PaaS (Platform as a Service):

o Provides a platform with pre-configured infrastructure, operating system, web
server, database, etc.

o Allows the startup to focus on application development and website
management without worrying about underlying hardware.

o Examples: AWS Elastic Beanstalk, Google App Engine, Azure App
Service.

e laaS (Infrastructure as a Service):
o Provides virtual servers, storage, and networking.
o More control over the server and software configuration.

o Examples: AWS EC2, Google Compute Engine, Azure Virtual Machines.



Why:

e PaaS is ideal for startups with limited IT resources as it reduces operational
overhead.

e |aaS is better if they need more customization.
ii) Recommended Cloud Deployment Model

Recommendation: Public Cloud

e Reason:
o Cost-effective: No need to invest in physical servers.
o Pay-as-you-go model: Startup pays only for the resources they use.
o Scalable and managed by cloud provider.
o Examples: AWS, Google Cloud, Microsoft Azure.

e Other options like private or hybrid cloud are more expensive and complex,
making them less suitable for a budget-constrained startup.

iii) How Scalability in Cloud Helps During Festival Season
Scalability: The ability to increase or decrease resources dynamically based on demand.

e During festival season:
o The website may experience sudden spikes in traffic.

o Cloud can automatically scale up servers and storage to handle high traffic
(auto-scaling).

o After the peak, resources can scale down to reduce costs.
e Benefit: Prevents server crashes, ensures smooth shopping experience, and

optimizes cost.

iv) Two Security Measures While Moving to Cloud

1. Data Encryption:

o Encrypt sensitive customer data (like payment info) both in transit (using
SSL/TLS) and at rest (using cloud provider encryption tools).



2. Access Control & Identity Management:

o Implement Role-Based Access Control (RBAC) to ensure only authorized
personnel can access critical resources.

o Use multi-factor authentication (MFA) for cloud accounts.

Other measures could include regular backups and compliance with standards like PCI-DSS
for e-commerce.

Scenario: A hospital wants to digitalize patient records and provide doctors with remote
access. Data privacy is critical.

i) Best Deployment Model for Storing Patient Data
Recommendation: Private Cloud

e Reason:
o Sensitive patient data requires high privacy and control.

o Private cloud ensures that data is stored on dedicated servers, accessible
only by authorized personnel.

o Reduces risk of unauthorized access compared to public cloud.
o Offers customization for hospital-specific compliance needs.

e Alternative: Hybrid cloud can be used for less sensitive data (like general hospital
information) on public cloud, while patient records remain on private cloud.

ii) How Cloud Computing Ensures Data Availability for Doctors

e Cloud computing provides anytime, anywhere access via the internet.



o Features that ensure availability:
o Redundancy: Data stored across multiple servers/data centers.
o High uptime guarantees: Cloud providers offer SLAs (99.9%+ uptime).

o Disaster Recovery: Automatic backup and failover in case of hardware
failure.

e Benefit: Doctors can access patient reports from different locations without delays.

iii) Cloud-Based Collaborative Tool for Doctors

Recommendation: Google Workspace (Google Drive/Docs/Sheets) or Microsoft 365
(OneDrive/SharePoint)

e Allows doctors to securely share reports, lab results, and treatment plans.
e Supports real-time collaboration.
e Can be integrated with hospital EMR/EHR systems with proper access control.

iv) Compliance and Security Features Hospitals Should Check

1. Compliance Standards:

e HIPAA (Health Insurance Portability and Accountability Act): Mandatory in the
U.S. for patient data privacy.

e GDPR (General Data Protection Regulation): Required if handling EU patient data.
e IS0 27001: For information security management.

e HITRUST: Specialized framework for healthcare data security.

2. Security Features:

e Data encryption: Both in transit and at rest.

e Access control & identity management: Role-based access, MFA for doctors and
staff.

e Audit trails: Logs of who accessed patient records and when.

e Regular backups & disaster recovery: Ensures data is not lost.



(MST)How do multi-tenancy and virtualization impact the efficiency of utility
computing?(2m)
¢ 1. Multi-Tenancy

Multi-tenancy = multiple customers (tenants) share the same application or infrastructure
while keeping their data isolated.

Impact on Efficiency:

Resource Sharing — Better Utilization
Instead of dedicating separate resources to each tenant, cloud providers maximize
hardware/software usage.

Cost Efficiency
Providers reduce infrastructure costs by serving multiple tenants from the same
system, passing savings to users.

Scalability
Tenants can scale up or down without needing dedicated servers.

Operational Efficiency
Centralized updates, maintenance, and monitoring serve all tenants at once,
lowering overhead.

.1, Challenge: Higher tenant density can cause “noisy neighbor” issues, where one tenant’s
heavy usage impacts others unless isolated properly.

¢ 2. Virtualization

Virtualization = abstracting physical resources (servers, storage, networking) into virtual
ones, allowing multiple virtual machines (VMs) or containers on the same hardware.

Impact on Efficiency:

Resource Optimization
Idle physical resources are avoided; workloads share the same hardware efficiently.

Elasticity & Flexibility
Resources can be provisioned or de-provisioned on demand — matches the utility
model.

Isolation & Security
Each VM/container runs independently, reducing risk of interference while still
sharing physical hardware.

Faster Provisioning
Virtualized resources can be spun up/down quickly compared to traditional
hardware.



.1, Challenge: Virtualization adds a small overhead (hypervisor, container runtime) that may
slightly reduce raw performance, but overall efficiency gains outweigh this.

(MST)What factors should an enterprise consider before switching from an
on-premise model to a utility computing model? (4m)

Migrating from an on-premise to a utility computing model, like cloud computing, requires
careful consideration of several key factors.

Costs and Financial Model

An on-premise model involves a high initial capital expenditure (CapEx) for hardware,
software, and data centers, followed by ongoing operational costs (OpEXx) for maintenance.
Utility computing flips this by using a pay-as-you-go model,

Scalability and Flexibility

On-premise infrastructure has a fixed capacity. Scaling up to meet increased demand
requires significant time and financial investment to purchase and install new hardware.
Conversely, scaling down during periods of low usage means you're still paying for
underutilized resources. Utility computing offers elasticity, allowing businesses to quickly
and easily scale resources up or down on demand, paying only for what they use.

Security and Compliance

In an on-premise model, the enterprise is fully responsible for all aspects of security, from
physical security of the data center to network and application security. With a utility
computing model, the responsibility is shared. The cloud provider secures the underlying
infrastructure

Management and Maintenance

With an on-premise model, an enterprise's IT team is burdened with the time-consuming
tasks of hardware maintenance, software updates, and patching. Utility computing offloads
most of these responsibilities to the service provider, freeing up the IT team to focus on
strategic initiatives rather than daily maintenance.

Data Migration and Downtime

Moving large amounts of data from on-premise servers to the cloud can be complex,
time-consuming, and risky. Enterprises must develop a detailed migration strategy to
minimize downtime and prevent data loss.



Virtualization is the process of creating a virtual version of computing resources such as
servers, storage, networks, or operating systems. Instead of relying on physical hardware,
virtualization enables multiple virtual machines (VMs) to run on the same hardware,
sharing resources efficiently.

Example:VMware

Benefits:

e Better hardware utilization
e Flexibility and scalability
e Cost reduction

e Isolation between applications
What is a hypervisor? Discuss its role in virtualization and how it enables the sharing
and management of physical resources. (4m) || What is a hypervisor? Name two types
of hypervisors. (2m)
A hypervisor (also called a Virtual Machine Monitor or VMM) is software, firmware, or
hardware that creates and manages virtual machines (VMs). It acts as a layer between the
physical hardware of a computer (CPU, memory, storage, network, etc.) and the virtualized

environments running on it.

Role of a Hypervisor in Virtualization



1. Abstraction of Hardware

o The hypervisor abstracts the underlying hardware resources and presents
them as virtualized hardware to multiple VMs.

o Each VM operates as if it has its own CPU, memory, disk, and network
interfaces, even though they are shared.

2. lIsolation

o Itisolates VMs from each other so that the failure, crash, or malicious activity
of one VM does not affect others.

o This ensures stability and security in a multi-tenant environment.
3. Resource Allocation and Scheduling

o The hypervisor decides how physical resources (CPU cycles, memory, disk
I/0, network bandwidth) are distributed among VMs.

o It schedules tasks so multiple VMs can efficiently run simultaneously without
conflicts.

4. Management of Virtual Machines
o Provides functions like creating, running, pausing, migrating, or deleting VMs.

o Enables live migration (moving a running VM from one host to another) and
snapshots (saving the VM’s state at a point in time).

Types of Hypervisors

1. Type 1 (Bare-metal)

o Runs directly on physical hardware.

o Examples: VMware ESXi, Microsoft Hyper-V, Xen, KVM.

o More efficient and secure since it does not rely on a host operating system.
2. Type 2 (Hosted)

o Runs on top of a host operating system.

o Examples: VMware Workstation, Oracle VirtualBox.

o Easier to set up but less efficient due to an additional OS layer.



How Hypervisors Enable Sharing and Management of Physical
Resources

e CPU Sharing: Allocates processor cores to VMs, allowing multiple OSes to run on
the same hardware.

e Memory Virtualization: Divides physical memory among VMs; uses techniques like
memory ballooning and deduplication to optimize usage.

e Storage Virtualization: Provides virtual disks backed by physical storage; can also
enable snapshots and thin provisioning.

e Network Virtualization: Creates virtual network interfaces and switches, allowing
VMs to communicate with each other and external networks.

Explain the concept of load balancing in the context of virtualization and discuss its
significance in achieving efficient resource utilization. (4m)+++

Load Balancing in Virtualization

Load balancing in the context of virtualization refers to the process of distributing workloads
evenly across multiple virtual machines (VMs), hosts, or clusters to optimize
performance, avoid resource bottlenecks, and maximize hardware utilization.

Since virtualization allows multiple VMs to share the same underlying physical resources
(CPU, memory, storage, and network), some VMs may become overloaded while others
remain underutilized. Load balancing ensures that this imbalance is minimized by
intelligently managing and reallocating workloads.

How Load Balancing Works in Virtualized Environments

1. Monitoring Resource Usage
o The virtualization management system (e.g., VMware vCenter, Microsoft
SCVMM) constantly monitors CPU, memory, disk 1/0, and network utilization
of VMs and hosts.

2. Detecting Imbalance

o If some hosts or VMs are heavily loaded while others are idle, the hypervisor
or virtualization management tool detects the imbalance.

3. Workload Redistribution

o The system redistributes workloads by:



m Live Migration: Moving VMs from one host to another without
downtime (e.g., VMware vMotion, Hyper-V Live Migration).

m Dynamic Resource Allocation: Adjusting CPU or memory shares
among VMs in real time.

m Scaling: Adding/removing VMs (in cloud environments with
auto-scaling).

Significance of Load Balancing in Virtualization
1. Efficient Resource Utilization
o Prevents underutilization of some servers and overloading of others.
o Ensures balanced use of CPU, memory, storage, and bandwidth.
2. Performance Optimization

o Minimizes response times and ensures applications run smoothly by avoiding
bottlenecks.

3. High Availability & Reliability

o If one host is overloaded, VMs can be migrated to another host, preventing
service degradation.

4. Scalability

o Makes it easier to add or remove workloads dynamically without manual
intervention.

5. Energy Efficiency

o Workloads can be consolidated on fewer hosts during low demand, allowing
unused servers to be powered down (green computing).

Differentiate full-virtualization and Para-virtualization. (2m)

Aspect Full Virtualization Para-Virtualization



Definition

Hypervisor
Type

Guest OS

Requirement

Full virtualization is a virtualization
technique where the guest operating
system runs unmodified on a virtual
machine. making the guest OS unaware
that it is running in a virtualized
environment.

Often uses a Type 1 (bare-metal) or Type
2 (hosted) hypervisor that fully emulates
hardware.

No modification is required. Any OS can be
installed as if it were running on physical
hardware.

Performance Slightly lower performance due to overhead
of hardware emulation and binary
translation.

Complexity  Easier for the user because no changes

Examples of

Use

are needed in the guest OS. However,
more complex for the hypervisor to emulate
hardware.

VMware Workstation, Oracle VirtualBox,

What is VM migration? (2m)

Para-virtualization is a virtualization technique
where the guest operating system is
modified to interact directly with the hypervisor
using special APIs. The OS is aware that it is
running in a virtualized environment.

Uses a para-virtualized hypervisor that
provides an interface for the guest OS to
communicate efficiently.

Requires modifications to the guest OS kernel
so it can communicate with the hypervisor.

Higher performance than full virtualization since
it avoids hardware emulation overhead by
allowing direct communication between guest
OS and hypervisor.

Requires guest OS modification, so not all
operating systems are supported unless
adapted. Hypervisor design is simpler
compared to full virtualization.

Xen (para-virtualization mode), VMware ESXi

VM Migration is the process of moving a running Virtual Machine (VM) from one physical
host to another without interrupting its services.It allows load balancing, hardware
maintenance, fault tolerance, and resource optimization.

e Types:



o Cold migration — VM is powered off during migration.

o Live migration — VM is moved while still running, with little to no downtime.

(MST)Is there any correlation between Load balancing and Virtualization? (4m)

Yes, there is a strong correlation between load balancing and virtualization. They are not the
same technology, but often used together to create efficient, scalable IT infrastructures,
particularly in cloud computing and data centers.

" How They Work Together

e Virtualization is about resource consolidation and efficiency. It enables you to
run multiple virtual machines (VMs) on a single physical server. This maximizes the
use of hardware and reduces physical space and power consumption. Essentially, it
creates a flexible pool of resources.

e Load balancing is about traffic distribution and availability. It acts as a "traffic
cop," distributing incoming network requests across a group of servers (or, in this
case, VMs) to prevent any single one from becoming overwhelmed.

e Correlation: Virtualization provides the pool of resources (the VMs), and load
balancing intelligently directs traffic to these resources. This prevents a single VM
from becoming a bottleneck and ensures that the workload is spread evenly,
optimizing performance and maintaining high availability. If one VM fails or needs
maintenance, the load balancer simply redirects traffic to the remaining healthy VMs.

How does machine imaging facilitate virtualization? (2m)

A machine image is a snapshot of a computer system (operating system, application
software, and configurations) stored in a single file. Examples: Amazon Machine Image
(AMI), VirtualBox images, Docker images.

How machine imaging facilitates virtualization:
e Rapid provisioning
Machine images allow quick deployment of virtual machines (VMs) by cloning
predefined images instead of installing OS + software from scratch.

e Testing and sandboxing
Developers can create multiple isolated virtual environments from the same base
image to test updates, patches, or software without affecting production.

e Backup and recovery
Machine images serve as full-system backups. If a VM fails, the system can be
quickly restored by redeploying the image.

e Scalability
Virtualization platforms can spin up many VMs simultaneously from the same image,
making scaling services much faster.

Chapter 3: Capacity Planning



Elaborate the meaning of capacity planning. Outline the steps to perform capacity
planning in cloud computing. (4m)

Meaning of Capacity Planning

Capacity planning is the process of determining, forecasting, and managing the
computing resources (like CPU, memory, storage, and network bandwidth) required to
meet current and future workload demands efficiently.In cloud computing, capacity
planning ensures that applications and services can scale up or down dynamically based
on workload variations while maintaining performance, availability, and cost efficiency.

Steps to Perform Capacity Planning in Cloud Computing
1. Analyze Business Requirements
e Understand organizational goals, and expected workloads.
2. Assess Current Infrastructure
e Measure current resource usage: CPU, memory, storage, network.
3. Forecast Future Workload Demand
e Predict traffic growth, seasonal spikes, and user behavior.
4. Define Resource Requirements
e Estimate needed capacity for peak and average loads.
5. Select Cloud Scaling Strategies
e Vertical Scaling: Add more power (CPU/RAM) to existing instances.
e Horizontal Scaling: Add more instances to distribute load.
e Auto-scaling: Automatically adjust resources in real-time based on demand.
6. Implement Monitoring and Alerts
e Set up continuous monitoring (CPU utilization, memory usage, latency, error rates).
e Define thresholds and automated alerts to avoid performance degradation.
7. Optimize and Review Regularly
e Continuously review performance and cost reports.

Discuss the importance of capacity planning in a cloud environment. (4m)



Importance of Capacity Planning in Cloud Environment

1. Ensures Optimal Performance

o Prevents system slowdowns, timeouts, or crashes during peak loads.
2. Cost Efficiency

o Avoids over-provisioning (paying for unused resources).
o Avoids under-provisioning (service outages leading to revenue loss).
o Optimizes cloud spending with the “pay-as-you-use” model.

3. Scalability and Flexibility

o Supports auto-scaling and on-demand provisioning.
4. Meeting Business Goals and SLAs

o Aligns IT resource availability with business objectives.

o Ensures compliance with service-level agreements (SLAs) for uptime,
latency, and availability.

5. Improved Resource Utilization

o Maximizes utilization of CPU, memory, storage, and bandwidth.
6. Supports Disaster Recovery and Business Continuity

o Ensures redundancy and failover capacity are available.
7. Better Decision-Making

o Provides insights for IT managers to choose the right cloud services (VMs,
storage tiers, databases).

8. Enhances Customer Satisfaction

o Reliable performance and availability improve user experience.
o Builds customer trust and reduces churn.

Difference between Elasticity and Scalability(2m).

Aspect Elasticity Scalability



Definition

Focus

When Used

Automation

Example

Goal

Ability of a system to automatically
add or remove resources based
on workload demand in real time.

Short-term fluctuations in
demand.

During sudden spikes or drops in
traffic (e.g., flash sales, live
streaming events).

Usually automated (auto-scaling).

An e-commerce site automatically
launches extra servers on Black
Friday and shuts them down after
the sale ends.

Match resources to demand
instantly and avoid waste.

Ability of a system to handle
increased workload by upgrading
resources (vertical) or adding more
resources (horizontal).

Long-term growth in demand.

When business or application
workload consistently grows over
time.

Can be manual or automated
(requires planning and design).

A startup upgrades its server capacity
or adds more nodes permanently as
its customer base grows.

Ensure the system can grow
smoothly with business needs.

OpenStack is an open-source cloud computing platform that enables organizations to

create and manage both public and private clouds. It provides a set of software tools to
control large pools of compute, storage, and networking resources, all managed through a
dashboard, command-line tools, or APIs.
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OpenStack components

There are nine major services namely Nova, Neutron, Swift, Cinder, Keystone,
Horizon, Ceilometer, and Heat.

1.Nova (compute service): It manages the compute resources like creating,
deleting, and handling the scheduling. It can be seen as a program dedicated to the
automation of resources that are responsible for the virtualization of services and
high-performance computing.

2.Neutron (networking service): It is responsible for connecting all the networks
across OpenStack. It is an API driven service that manages all networks and IP
addresses.

3.Swift (object storage): It is an object storage service with high fault tolerance
capabilities and it used to retrieve unstructured data objects with the help of Restful
API

4.Cinder (block storage): It is responsible for providing persistent block storage that
is made accessible using an API (self- service).

5.Keystone (identity service provider): It is responsible for all types of
authentications and authorizations in the OpenStack services.



6.Glance (image service provider): It is responsible for registering, storing, and
retrieving virtual disk images from the complete network. These images are stored in
a wide range of back-end systems.

7.Horizon (dashboard): It is responsible for providing a web-based interface for
OpenStack services. It is used to manage, provision, and monitor cloud resources.

8.Ceilometer (telemetry): It is responsible for metering and billing of services used.
Also, it is used to generate alarms when a certain threshold is exceeded.

9.Heat (orchestration): It is used for on-demand service provisioning with
auto-scaling of cloud resources. It works in coordination with the ceilometer.

Workflow of OpenStack Services
A typical workflow showing how OpenStack services interact:

1. User Request

o User accesses Horizon (dashboard) or API to request a resource (e.g.,
launch a VM).

2. Authentication
o Keystone authenticates the user and provides a token.
3. Compute Resource Allocation

o Nova receives the request and decides which compute node can host
the VM.

4. Image Retrieval
o Glance provides the VM image required by Nova.
5. Network Setup

o Neutron sets up virtual networks, subnets, and assigns IP addresses
for the VM.

6. Storage Attachment

o Cinder attaches persistent block storage volumes if needed.



o Swift can be used for object storage for user data.
7. Monitoring & Billing

o Ceilometer tracks resource usage (CPU, memory, network) and
generates usage reports or alarms.

8. Orchestration & Auto-scaling

o Heat manages automated provisioning, scaling, or shutdown of
resources based on user-defined templates and telemetry data.

9. Completion

o Horizon shows the updated status of all resources, and the VM
becomes accessible to the user.

(MST)Discuss Role-Based Access in the context of OpenStack. (4m)

OpenStack uses a Role-Based Access Control (RBAC) model to manage
permissions for users and services. Instead of giving permissions directly to users,
OpenStack associates them with roles, which define what operations they can
perform on resources.

Key Concepts in OpenStack RBAC

1. Users
o Represent human users or service accounts.
o They authenticate through the Keystone Identity Service.
o A user by itself has no permissions until roles are assigned.
2. Projects (Tenants)

o Logical containers that group resources (VMs, storage volumes,
networks, etc.).

o Users always perform actions within the scope of a project.

3. Roles



o Define a set of permissions.
o Assigned to users on a project (or domain) level.
o Examples: admin, member, reader, or custom roles.
4. Policies
o Fine-grained rules written in policy.json or policy.yaml files.

o Map roles to allowed actions (e.g., only admin can delete instances,
but member can launch them).

How RBAC Works in OpenStack

1. Authentication
o User logs in through Keystone.

o Keystone issues a token containing user identity, project, and assigned
roles.
2. Authorization

o When a user calls an OpenStack API (e.g., Nova to launch a VM), the
service checks the user’s token.

o The service consults its policy file to determine if the role(s) in the
token permit the requested action.

3. Access Enforcement
o If the policy allows it — the action proceeds.

o If not — the request is denied.

(MST)Can OpenStack effectively support edge computing and loT workloads, or is it
better suited for centralized data centers? (4m)

¢ OpenStack for Centralized Data Centers

e What it is: OpenStack is mainly built for running large, centralized private or
hybrid clouds (like your own AWS).
e Strengths:



o Manages lots of virtual machines (VMs), storage, and networking.
o Scales very well in big data centers with thousands of servers.
o Good for enterprises that need multi-tenant private clouds.

e Best use case: Traditional IT workloads, enterprise apps, private cloud, research
clusters.

In short: OpenStack’s comfort zone is centralized data centers.

¢ OpenStack for Edge & loT
Edge and loT workloads are different:
e Smaller scale: Edge sites may only have a few servers.

e Low latency: Data must be processed close to the devices.

e Unstable connections: Edge nodes might not always stay connected to the central
cloud.

e Mix of tech: Edge uses both VMs and containers.

How OpenStack Adapts:

e StarlingX — A lightweight version of OpenStack + Kubernetes, built just for edge
computing (used in 5G, telecom, and industrial 10T).

e Airship — Automates deployment and management of OpenStack/Kubernetes
clusters across many edge sites.

e Federated OpenStack clouds — Smaller OpenStack deployments at the edge that
connect back to a central cloud.

This means OpenStack can support edge and loT, but usually through special
distributions like StarlingX, not the full heavy OpenStack.

.1 Final Answer

e Centralized Data Centers — OpenStack is the best fit.
e Edge & IoT — OpenStack works, but only with tailored solutions like StarlingX.

A financial institution uses OpenStack to manage sensitive data. Evaluate the
effectiveness of OpenStack's Role Based Access Control (RBAC) and identity
management in ensuring compliance with regulatory standards. (4m)

1. OpenStack Identity Management (Keystone)



OpenStack uses Keystone as its identity service, which provides authentication,
authorization, and service catalog functionality.

Effectiveness in compliance:

e Centralized authentication: Keystone provides a single point of authentication for
all OpenStack services, which simplifies monitoring and auditing access—a key
requirement in standards like PCI DSS, SOX, or GDPR.

e Support for multiple backends: Keystone can integrate with LDAP, Active
Directory, or SAML, allowing organizations to enforce corporate identity policies and
comply with existing regulatory frameworks.

e Token-based access: Keystone issues scoped tokens for services, enabling
traceable and temporary access, reducing the risk of long-lived credentials being
misused.

Potential limitations:

e |dentity management alone does not enforce fine-grained permissions; it must be
combined with RBAC.

e Keystone requires careful configuration to avoid privilege escalation or misassigned
roles.

2. Role-Based Access Control (RBAC)

OpenStack uses RBAC to define what actions a user or service can perform based on
their role within a project or domain.

Effectiveness in compliance:

e Least privilege enforcement: RBAC allows institutions to assign roles like admin,
member, or reader, ensuring users can only access data necessary for their role—a
key principle in GLBA, PCI DSS, and GDPR.

e Project- and domain-level isolation: OpenStack supports multi-tenancy, allowing
sensitive data to be segregated by project or department.

e Audit-friendly: By enforcing role-based restrictions and logging actions, OpenStack
supports compliance audits, including ISO 27001 and SOC 2 reporting.

Potential limitations:



e Default roles may be too coarse-grained for complex financial workflows; custom
roles may be necessary for full regulatory compliance.

e RBAC configuration complexity can lead to misconfigurations, potentially exposing
sensitive data.

e Fine-grained access control at the object level (e.g., specific data fields in a
database) may require additional mechanisms outside of standard OpenStack
RBAC.

3. Combined Effectiveness

When properly configured, OpenStack’s Keystone identity management combined with
RBAC provides:

e Strong access control mechanisms aligned with regulatory requirements.
e Centralized authentication and authorization logs that facilitate auditing and reporting.

e Segregation of duties, reducing insider threat risks.

Challenges to compliance:

e Continuous monitoring and auditing are needed to ensure role assignments remain
aligned with regulatory policies.

e Integration with external compliance tools may be necessary for full traceability and
data classification.

e Certain regulations may require encryption or data residency controls that OpenStack
alone does not enforce; complementary security measures are needed.

4. Recommendations for Financial Institutions

1. Implement least privilege policies: Ensure roles are tightly scoped to prevent
unauthorized access.

2. Use multi-factor authentication (MFA): Enhance Keystone authentication for
sensitive operations.



Audit and log all access: Enable logging at Keystone and service levels for

regulatory reporting.

Combine with encryption and network policies: To meet GDPR or PCI DSS
requirements, enforce data-at-rest and data-in-transit encryption alongside RBAC.

Regularly review roles and policies: Avoid role creep and unauthorized access

over time.

Chapter 5: Cloud Storage

Differentiate between object storage and block storage in cloud computing. (2m) ||
Compare and contrast between block storage and object storage. (2m)

Feature

Definition

Access Method

Scalability

Performance

Object Storage

Data is stored as objects in a flat,
non-hierarchical structure (often called a
data pool or bucket). Each object includes
the data itself, extensive custom
metadata, and a unique identifier.

Accessed via APIs (like HTTP/HTTPS)

Extremely scalable and can handle
petabytes or even exabytes of data.

Slower for high-frequency transactions
because a change to a single part of a file
requires rewriting the entire object.

Block Storage

Data is broken into fixed-size blocks,
each with a unique identifier but no
metadata. The blocks are then stored
wherever is most efficient on the storage
hardware.

Accessed at the operating system level
as a mounted drive or volume.

Scales well, but expansion can be more
complex and costly,

High performance and low latency. It's
ideal for transactional workloads



Cost Generally more affordable due to its Typically more expensive, especially for
scale-out architecture and pay-as-you-go  large-scale deployments, due to the need
model. for high-performance hardware.

Why Object Storage?

1. Unstructured Data Handling

o Object storage is designed for unstructured data like images, videos,
documents, logs, backups, and loT-generated data.

2. Scalability

o It scales horizontally, allowing virtually unlimited storage capacity
without complex configuration.

3. High Availability & Durability
o Object storage replicates data across multiple availability zones (and
sometimes regions) to ensure data is always available, even if a server
or data center fails.Providers typically guarantee 99.9%+ availability
and 11 nines (99.999999999%) durability.
4. Cost-Effectiveness

o Pay-as-you-go pricing ensures businesses only pay for what they use.

Relevant Use Cases

1. Big Data & Analytics

o Storing petabytes of unstructured logs and data for analytics using
tools like Hadoop, Spark, or cloud-native Al/ML services.

2. Media & Content Delivery



o Hosting images, videos, and audio files that need to be delivered
globally with low latency via CDNs.

3. Backup & Disaster Recovery

o Secure, redundant backups of critical data with versioning and lifecycle
management for compliance and resilience.

4. loT and Sensor Data

o Collecting, storing, and analyzing continuous streams of unstructured
data from sensors, smart devices, and applications.

5. Collaboration & File Sharing

o Centralized storage for documents, where metadata makes searching
and retrieval efficient.

MST-2

Chapter 6: RBAC, Identity & Security

Discuss role-based access control in the context of OpenStack (2m)

Role-Based Access Control (RBAC) in OpenStack is a security framework that defines
what actions users can perform on cloud resources based on their assigned roles. It
ensures fine-grained access management across projects and services.

“ Core Concepts of RBAC in OpenStack

e Roles: Arole is a set of permissions that determine what operations a user can
perform. Examples include admin, member, or custom roles defined by
administrators.

e Projects (Tenants): Users are grouped into projects, which represent isolated
resource pools. RBAC governs access to resources within or across projects.

e Keystone Integration: Keystone, OpenStack’s identity service, is the backbone of
RBAC. It authenticates users and enforces role assignments across services.

e Policy Enforcement: Each OpenStack service (Nova, Neutron, Cinder, etc.) has
policy files that map roles to specific API actions. For example, only admins may
delete instances, while members can create them.

How RBAC Works in Practice

e Default Roles:



o Member: Grants basic access to create and manage resources within a
project.

o Admin: Provides elevated privileges to manage projects, users, and
system-wide configurations.

e Custom Roles: Administrators can define new roles tailored to organizational needs,
such as network-operator or read-only-auditor.

e Resource Sharing: RBAC allows sharing of specific resources (like networks, QoS
policies, or router gateways) across projects. This enables collaboration while
maintaining isolation.

e Policy Files: Each service uses JSON/YAML policy files to define which roles can
perform which actions. These can be customized to enforce stricter or looser
controls.

# Benefits of RBAC in OpenStack

Security: Prevents unauthorized access to sensitive resources.

Flexibility: Supports custom role definitions to match organizational structures.
Scalability: Works across multiple tenants/projects in large cloud deployments.
Granularity: Allows fine-tuned control, such as permitting only certain roles to attach
routers or bind QoS policies.

Write a short note on Service Level Agreement. (2m)

A Service Level Agreement (SLA) is a formal contract between a service provider and a
customer that defines the expected level of service. It sets clear standards for quality,
performance, and responsibilities, ensuring both parties have a mutual understanding.

Key points about SLA:

e |t specifies measurable metrics such as uptime, response time, and availability.
e |t outlines the responsibilities of both the provider and the customer.
e |tincludes remedies or penalties if the agreed service levels are not met.

e |t builds trust and ensures accountability in service delivery.

Distinguish between authentication and authorization(2m)

Aspect Authentication Authorization
Definition The process of verifying the The process of determining what
identity of a user or system. an authenticated user is allowed

to do.



Purpose

Process

Basis

Example

Visibility to User

Technology/Metho
ds

Output

Confirms who the user is.

Always comes first (user must
prove identity before access).

Based on credentials like
username, password,
biometrics, OTP, etc.

Logging into Gmail with email
& password.

User is directly involved (e.g.,
entering password, scanning
fingerprint).

Passwords, biometrics, tokens,
OAuth, etc.

Establishes the user’s identity.

Determines what the user can
access.

Comes after authentication
(decides permissions based on
identity).

Based on roles, permissions, or
policies assigned to the user.

Being able to access Gmail
Inbox but not Admin Panel.

User is not directly involved;
permissions are checked in the
background.

Role-Based Access Control
(RBAC), Access Control Lists
(ACLs), policies, etc.

Grants or denies access rights.

List the 4 major challenges to cloud computing in 2023. (2m)

+f Data Security and Privacy Cloud environments face increased risks of data breaches,
identity theft, and malware attacks, making robust security protocols essential.

¥» Cost Management Despite "pay-as-you-go" models, hidden costs from underutilized
resources, overprovisioning, and poor optimization often lead to budget overruns.

2 Multi-Cloud Complexity Managing multiple cloud providers introduces integration
challenges, inconsistent performance, and heightened compliance risks.

%) Lack of Expertise Rapid cloud adoption has outpaced the availability of skilled
professionals, making it difficult for organizations to implement and manage cloud solutions

effectively



For transporting data in the cloud, how can you best secure data? (2m)
1. Use Strong Encryption

e TLS/SSL (Transport Layer Security / Secure Sockets Layer): Encrypts data
between your client and the cloud server. Always use the latest version (TLS 1.2 or
1.3).

e End-to-End Encryption (E2EE): Data is encrypted on the sender’s side and only
decrypted by the recipient. Even the cloud provider cannot read the data.

e VPNSs (Virtual Private Networks): Encrypt all data between your local network and
the cloud.

2. Authentication & Access Controls
e Use strong authentication mechanisms like multi-factor authentication (MFA).

e Implement role-based access control (RBAC) or least privilege access, ensuring
only authorized users can access sensitive data.

3. Secure APIs and Connections
e Use HTTPS for all API calls.
e Validate and sanitize all API inputs to avoid injection attacks.
e Rotate API keys and credentials regularly.

4. Data Integrity Checks

e Use hashing or checksums (like SHA-256) to verify that data hasn’t been altered in
transit.

e Enable digital signatures for critical files.

5. Network Security Measures

e Use firewalls and Intrusion Detection/Prevention Systems (IDS/IPS) to monitor
suspicious activity.

e Segment networks to isolate sensitive data.
6. Monitor and Audit
e Enable logging and monitoring of all data transfers.

e Set up alerts for unusual access patterns.



Define SSL.

SSL (Secure Sockets Layer) is a cryptographic protocol used to establish a secure
and encrypted connection between a client (such as a web browser) and a server
(such as a web server). It ensures that any data exchanged between the two parties
remains private and protected from tampering or interception by third parties.

Although SSL has largely been replaced by its more secure successor, TLS
(Transport Layer Security), the term "SSL" is still commonly used to refer to both
protocols.

Key functions of SSL/TLS include:

e Encryption: It encrypts the data exchanged between the client and the
server, making it unreadable to anyone who might intercept it.

e Authentication: SSL ensures that the server the client is connecting to is the
intended one, reducing the risk of man-in-the-middle attacks.

e Data Integrity: SSL verifies that the data sent between the client and the
server has not been altered in transit.

Explain Digital Signature. (2m)

A digital signature is a cryptographic technique used to ensure the authenticity,
integrity, and non-repudiation of digital data, such as messages, documents, or
software. It is essentially the digital equivalent of a handwritten signature or a
stamped seal, but much more secure. Here's a clear breakdown:

1. Purpose of Digital Signature
Digital signatures serve three main purposes:

1. Authentication — Confirms the identity of the sender.
2. Integrity — Ensures the data hasn’t been altered during transmission.

3. Non-repudiation — Prevents the sender from denying that they sent the data.

2. How Digital Signatures Work

Digital signatures are based on public-key cryptography (asymmetric
cryptography). Each user has:



e Private key — Known only to the user, used to create the signature.

e Public key — Shared with others, used to verify the signature.
The process typically involves two steps:
Step 1: Signing

1. The sender creates a hash (a fixed-size unique digest) of the message using
a hash function (like SHA-256).

2. The sender encrypts this hash with their private key.

3. The encrypted hash becomes the digital signature, which is sent along with
the message.

Step 2: Verification

1. The receiver decrypts the digital signature using the sender’s public key,
retrieving the hash.

2. The receiver also computes the hash of the received message.

3. If both hashes match, the message is authentic and unaltered. If not, it
indicates tampering.

A retail company faces security challenges after migrating to the cloud.
Analyze the potential security threats they might face and propose specific
security measures to mitigate those risks. (4m)

1. Data Breaches and Leakage

Threat: Sensitive customer information (like payment data, addresses, and login
credentials) can be exposed due to misconfigured cloud storage or compromised
accounts.

Mitigation Measures:

e Implement encryption for data at rest and in transit (AES-256, TLS 1.2+).

e Use strong identity and access management (IAM) policies, including least
privilege access.

e Regularly audit cloud storage permissions and logs.



e Apply tokenization for sensitive data like payment details.

2. Account Hijacking

Threat: Unauthorized access to cloud accounts through stolen credentials, phishing,
or weak passwords.

Mitigation Measures:

e Enable multi-factor authentication (MFA) for all user and admin accounts.
e Enforce strong password policies and periodic password rotation.
e Monitor for suspicious login attempts using cloud-native security tools.

e Educate employees about phishing and social engineering attacks.

3. Insider Threats

Threat: Employees or contractors could intentionally or accidentally leak data or
misuse cloud resources.

Mitigation Measures:

e Implement role-based access control (RBAC).

e Monitor user activities using Cloud Access Security Brokers (CASBs) or
security information and event management (SIEM) solutions.

e Conduct background checks and security awareness training for employees.

4. Insecure APIs and Interfaces

Threat: Cloud services are often accessed through APIs, which if insecure, can be
exploited to gain unauthorized access.

Mitigation Measures:



e Use secure API gateways and enforce authentication, rate limiting, and
logging.

e Regularly scan APIs for vulnerabilities.

e Apply input validation and output encoding to prevent injection attacks.

5. Misconfiguration of Cloud Services

Threat: Misconfigured storage buckets, firewalls, or virtual networks can expose
data to the public.

Mitigation Measures:

e Regularly perform cloud security posture management (CSPM) audits.
e Apply automated configuration compliance tools.

e Enforce default-deny network policies and limit public access to necessary
services only.

6. Ransomware and Malware Attacks

Threat: Cloud infrastructure can be targeted by ransomware that encrypts critical
data or disrupts operations.

Mitigation Measures:

e Implement regular automated backups with offline or immutable storage.
e Use endpoint protection and intrusion detection systems.

e Apply network segmentation to isolate critical systems.

7. Regulatory and Compliance Risks



Threat: Cloud environments might not meet standards such as PCI DSS (for
payments) or GDPR (for customer data), leading to legal and financial penalties.

Mitigation Measures:
e Ensure cloud providers comply with relevant industry certifications.

e |Implement data residency controls to comply with regional laws.

e Conduct regular compliance audits.

8. Denial-of-Service (DoS) Attacks
Threat: Attackers may try to overload cloud services, disrupting availability.
Mitigation Measures:

e Use cloud-native DDoS protection services.
e Implement auto-scaling and load balancing to absorb traffic spikes.

e Monitor traffic anomalies using network security monitoring tools.

9. Third-Party Risks

Threat: Dependencies on third-party vendors or SaaS services can introduce
vulnerabilities.

Mitigation Measures:

e Conduct third-party security assessments before integrating services.
e Use vendor risk management frameworks.

e Monitor third-party activities and enforce service-level agreements (SLAS)
with security requirements.\

"IT industries have a lot of threats on cloud". Whether it is true or false? Support your
answer with real world examples and also tell about new threats to cloud services
now-a-days. (4m)



The statement "IT industries have a lot of threats on cloud" is TRUE. Cloud computing
provides flexibility, scalability, and cost efficiency, but it also introduces security and privacy
challenges. IT industries that rely on cloud services face multiple threats, ranging from data
breaches to sophisticated cyber-attacks. Let me break it down with real-world examples and
current threats.

Why it is true:

Cloud services are often targeted because they centralize large amounts of sensitive data.
Any vulnerability in cloud infrastructure can have widespread impact. Threats can occur due
to misconfiguration, human error, malware, insider threats, or advanced cyberattacks.

Real-world examples of cloud threats:

1. Capital One Data Breach (2019)

o

What happened: A hacker exploited a misconfigured firewall on Capital
One’s cloud server (AWS) and stole personal data of over 100 million
customers.

Impact: Exposed customer names, addresses, credit scores, and social
security numbers.

Lesson: Misconfigurations and poor access controls are major cloud
vulnerabilities.

2. Microsoft Azure Vulnerabilities (2021)

What happened: Microsoft discovered vulnerabilities in Azure that could
allow attackers to gain access to customers’ data.

Impact: Could potentially compromise sensitive enterprise data hosted in the
cloud.

Lesson: Even leading cloud providers can have security loopholes.

3. Dropbox Breach (2012, reported later in 2016)

o

O

What happened: Hackers accessed user credentials from Dropbox cloud
storage.

Impact: Millions of accounts were at risk.



o Lesson: Cloud storage services can be vulnerable to credential theft.

New and Emerging Threats to Cloud Services Nowadays:

1. Ransomware on Cloud
o Attackers encrypt cloud-hosted data and demand ransom. With more
companies using SaaS and cloud storage, ransomware attacks are

increasing.

o Example: In 2021, Kaseya VSA attack affected thousands of organizations
via a cloud management software.

2. Supply Chain Attacks

o Hackers compromise third-party software or services used in cloud
infrastructure.

o Example: SolarWinds attack (2020) affected cloud services of multiple
companies globally.

3. Misconfigured Cloud Storage
o Publicly exposed S3 buckets or storage without proper permissions.

o Example: In 2023, over 35 million records of an Indian government portal
were exposed due to misconfigured cloud storage.

4. Account Hijacking

o Using stolen credentials to access cloud services. Multi-factor authentication
(MFA) reduces risk but is not foolproof.

5. API Vulnerabilities

o Many cloud services expose APls. If these APls are not secured, attackers
can exploit them.

o Example: Cloud misconfigured APIs in Tesla’s cloud in 2022 exposed internal
telemetry data.

6. Advanced Persistent Threats (APT)



o Long-term attacks targeting critical cloud infrastructure to steal intellectual
property or sensitive data.

Evaluate the role of security in cloud computing and Explain Gartner's Seven Cloud
Computing Security Risks.(12m)

Security plays a critical role in cloud computing because cloud environments involve
storing, processing, and transmitting sensitive data over the internet, often across multiple
servers and locations. Here’s a detailed evaluation of its role:

1. Data Protection

e Importance: Cloud users rely on service providers to protect data from unauthorized
access, breaches, or theft. Sensitive information can include personal data, financial
records, intellectual property, and business-critical information.

e Mechanisms: Encryption (at rest and in transit), secure authentication, and access
control policies ensure that only authorized users can access the data.

2. Privacy and Compliance

e Importance: Many industries (like healthcare, finance, and government) must
comply with strict regulations such as GDPR, HIPAA, or PCI-DSS.

e Role of Security: Ensures that cloud services follow regulatory standards, protect
personal information, and maintain user privacy.

3. Access Control and Identity Management

e Importance: Unauthorized access can lead to data leaks or system compromise.

e Role: Security measures like multi-factor authentication (MFA), Single Sign-On
(SSO0), and role-based access control (RBAC) help manage and restrict access to
cloud resources effectively.

4. Threat Detection and Prevention



e Importance: Cloud environments face threats such as malware, phishing attacks,
DDoS attacks, and insider threats.

e Role: Security involves monitoring, intrusion detection systems (IDS), firewalls, and
threat intelligence to detect and mitigate these risks.

5. Availability and Reliability

e Importance: Businesses depend on cloud services being available 24/7.

e Role: Security measures prevent attacks that could cause downtime, data loss, or
service interruptions. This includes disaster recovery planning, backup strategies,
and redundancy.

6. Trust and Business Continuity

e Importance: Organizations and users need to trust that their data and applications in
the cloud are safe.

e Role: Strong security practices enhance trust in cloud services, protect brand
reputation, and ensure continuity of business operations even in the event of security
incidents.

7. Shared Responsibility Model

e Importance: Security in the cloud is a shared responsibility between the provider
and the user.

e Role: Providers secure the infrastructure, while users are responsible for securing
data, applications, and user access. Understanding this balance is essential for
effective cloud security.

Gartner, a leading research and advisory company, identified Seven Key Security Risks in
Cloud Computing that organizations should be aware of when adopting cloud services.
These risks highlight that while cloud computing offers flexibility, cost savings, and scalability,
it also introduces unique security challenges. Here’s a detailed explanation of each:




1. Data Breaches

What it is: Unauthorized access to sensitive data stored in the cloud.

Why it happens: Misconfigured storage, weak access controls, compromised
credentials, or insider threats.

Impact: Loss of confidential data, legal issues, financial loss, and reputational
damage.

Mitigation: Strong encryption, robust access control policies, regular audits, and
multi-factor authentication (MFA).

2. Data Loss

What it is: Permanent loss of data due to accidental deletion, hardware failure,
malicious attacks, or natural disasters.

Why it happens: Lack of backups, provider failures, or insufficient data redundancy.

Impact: Critical information is irretrievable, leading to operational disruptions and
financial loss.

Mitigation: Implement automated backups, redundancy across multiple regions, and
disaster recovery plans.

3. Account or Service Traffic Hijacking

What it is: Attackers gain control of cloud accounts or services, often through
phishing, credential theft, or insecure APIs.

Why it happens: Weak passwords, stolen tokens, or social engineering attacks.
Impact: Unauthorized actions like data theft, service misuse, or spreading malware.

Mitigation: Use strong authentication, monitor account activity, and employ anomaly
detection.

4. Insecure Interfaces and APls



e What it is: Cloud services rely heavily on APIs and interfaces for management, but
insecure APIls can expose data or control to attackers.

e Why it happens: Poor API security design, weak authentication, or lack of input
validation.

e Impact: Attackers can manipulate cloud services, steal data, or launch
denial-of-service attacks.

e Mitigation: Secure API design, strong authentication and authorization, encryption,
and regular security testing.

5. System Vulnerabilities

e What it is: Flaws in cloud infrastructure, software, or services that can be exploited
by attackers.

e Why it happens: Bugs, unpatched software, misconfigurations, or outdated systems.
e Impact: Unauthorized access, data compromise, or service disruptions.

e Mitigation: Regular patching, vulnerability scanning, threat monitoring, and secure
development practices.

6. Malicious Insiders

e What it is: Employees, contractors, or partners with legitimate access who misuse
their privileges.

e Why it happens: Insider malice, negligence, or compromised credentials.
e Impact: Data theft, system sabotage, or leaking confidential information.

e Mitigation: Principle of least privilege, activity monitoring, access logging, and strict
offboarding procedures.

7. Shared Technology Vulnerabilities



What it is: Cloud computing often uses multi-tenant environments, where multiple
customers share the same infrastructure. Vulnerabilities in shared components (like
hypervisors, storage, or networking) can compromise security.

Why it happens: Isolation failures, misconfigurations, or flaws in shared resources.

Impact: Attackers can potentially access other tenants’ data or resources.

Mitigation: Strong isolation, secure configuration, regular audits, and provider
transparency regarding infrastructure security.

Security plays a critical role in cloud computing because cloud environments involve
storing, processing, and transmitting sensitive data over the internet, often across multiple
servers and locations. Here’s a detailed evaluation of its role:

1. Data Protection

Importance: Cloud users rely on service providers to protect data from unauthorized
access, breaches, or theft. Sensitive information can include personal data, financial
records, intellectual property, and business-critical information.

Mechanisms: Encryption (at rest and in transit), secure authentication, and access
control policies ensure that only authorized users can access the data.

2. Privacy and Compliance

Importance: Many industries (like healthcare, finance, and government) must
comply with strict regulations such as GDPR, HIPAA, or PCI-DSS.

Role of Security: Ensures that cloud services follow regulatory standards, protect
personal information, and maintain user privacy.

3. Access Control and Identity Management



Importance: Unauthorized access can lead to data leaks or system compromise.

Role: Security measures like multi-factor authentication (MFA), Single Sign-On
(SSO), and role-based access control (RBAC) help manage and restrict access to
cloud resources effectively.

4. Threat Detection and Prevention

Importance: Cloud environments face threats such as malware, phishing attacks,
DDoS attacks, and insider threats.

Role: Security involves monitoring, intrusion detection systems (IDS), firewalls, and
threat intelligence to detect and mitigate these risks.

5. Availability and Reliability

Importance: Businesses depend on cloud services being available 24/7.

Role: Security measures prevent attacks that could cause downtime, data loss, or
service interruptions. This includes disaster recovery planning, backup strategies,
and redundancy.

6. Trust and Business Continuity

Importance: Organizations and users need to trust that their data and applications in
the cloud are safe.

Role: Strong security practices enhance trust in cloud services, protect brand
reputation, and ensure continuity of business operations even in the event of security
incidents.

7. Shared Responsibility Model

Importance: Security in the cloud is a shared responsibility between the provider
and the user.



e Role: Providers secure the infrastructure, while users are responsible for securing
data, applications, and user access. Understanding this balance is essential for
effective cloud security.

1. Firewall Security

What it is:
A firewall monitors incoming and outgoing traffic based on security rules.

Usage in Cloud:

e Used to isolate workloads (VMs, containers).

e Cloud providers give Network Security Groups (NSGs), Security Groups, firewall
rules.

Level of Usage: Very High
Almost every cloud deployment uses firewalls.

2. Intrusion Detection System (IDS) / Intrusion
Prevention System (IPS)

What it is:

e |IDS detects suspicious activity.

e |PS blocks malicious traffic automatically.

Usage in Cloud:

e Used to detect attacks like DDoS, malware, port scanning.

Level of Usage: High
Essential for monitoring and blocking threats.

3. Virtual Private Network (VPN)

What it is:
Creates a secure encrypted tunnel between user and cloud.



Usage in Cloud:

e Used by admins to securely access cloud servers.

e Used to connect on-premise network to cloud.

Level of Usage: Medium to High

4. Identity and Access Management (IAM)

What it is:
Controls who can access what resources using roles, permissions, MFA, etc.

Usage in Cloud:

e AWS IAM, Azure AD, Google IAM.

e Ensures only authorized people access sensitive data.

Level of Usage: Very High
Mandatory for every cloud environment.

5. Encryption (Data in Transit + Data at Rest)

What it is:

e Datain transit: HTTPS, TLS/SSL.

e Data at rest: AES-256 encryption.

Usage in Cloud:

e Protects data stored in cloud storage and moving over the network.

Level of Usage: Very High

6. DDoS Protection



What it is:
Protects cloud systems from Distributed Denial-of-Service attacks.

Usage in Cloud:

e Built-in protection from cloud providers.

Level of Usage: High

7. Network Segmentation / Micro-segmentation

What it is:
Splits network into smaller zones to reduce attack spread.

Usage in Cloud:

e VPCs, Subnets, VLANSs in cloud environments.

Level of Usage: High

8. Web Application Firewall (WAF)

What it is:
Protects web apps from attacks (SQL Injection, XSS, CSRF).

Usage in Cloud:

e Useful for websites, APls, SaaS services.

Level of Usage: Medium to High

| Steps to Reduce Cloud Security Breaches(12M)

1. Use Strong Authentication & Authorization
e Enable Multi-Factor Authentication (MFA) for all users.

e Use Role-Based Access Control (RBAC) — give only the permissions users
need.



e Avoid using root/admin accounts for daily operations.

e Rotate passwords and access keys regularly.

2. Encrypt Data (In Transit & At Rest)

e Use TLS/SSL to protect data while sending over networks.
e Use AES-256 or cloud KMS encryption for storage.

e Enable disk, object storage, and database encryption.

3. Regular Patch Management
e Update OS, applications, and cloud services regularly.
e Enable auto-patching for VMs, DBs, and containers.

e Scan for outdated software and vulnerabilities.

4. Continuous Monitoring & Logging
e Use tools like CloudWatch, Azure Monitor, Stackdriver.
e Enable audit logs to track user actions.

e Create alerts for unusual behavior (e.g., login attempts from unknown
locations).

5. Backup & Disaster Recovery Plan
e Take regular backups of databases, files, and VM disks.

e Store backups in different regions.



o Test disaster recovery to ensure you can restore data.

6. Secure APIs and Endpoints
e Use API Gateways with authentication and rate limiting.
e Disable unused APls.

e Use token-based authentication (OAuth, JWT).

7. Use Zero Trust Architecture
e Default rule: Trust no device, user, or network.
e Verify identity every time.

e Micro-segment the network to reduce attack impact.

8. Reduce Human Errors
e Provide security awareness training.
e Use automated tools to avoid manual mistakes.

¢ Implement configuration management policies.

9. Implement Strong ldentity and Access Management
(IAM)

e Enforce Multi-Factor Authentication (MFA) for all users.
e Use role-based access control (RBAC) to provide least privilege.

e Regularly remove unused accounts and rotate access keys.



10. Perform Regular Security Audits and Vulnerability
Scanning

e Conduct penetration testing, vulnerability assessments.
e Use cloud-native scanners for misconfigurations.

o Fix weak points before attackers exploit them.

11. Configure Firewalls and Network Security Groups
e Use virtual firewalls, security groups, and network access control lists.
e Create strict inbound/outbound traffic rules.

e Isolate workloads using VPCs, subnets, and segmentation.

12. Use Intrusion Detection and Prevention Systems
(IDS/IPS)

e Deploy cloud-based IDS/IPS to monitor malicious activities.
e Enable automated blocking for known threats.

e Set alerts for unusual traffic patterns.

Discuss the phases of Data life cycle management with at least two major differences
between them. (2m)

Data Life Cycle Management (DLM) is the process of managing data from its creation to its
deletion in a structured and secure manner. It ensures data is used effectively, remains
secure, and complies with regulations throughout its life span. The data life cycle typically
has six main phases:

1. Data Creation/Capture

e Description: This is the phase where data is generated or collected from various
sources, such as transactions, sensors, user inputs, social media, or loT devices.



e Example: Customer order data entered into an e-commerce system.

o Key Activities: Data entry, data capture, and initial validation.

2. Data Storage

e Description: Data is stored in databases, data warehouses, cloud storage, or file
systems for easy access and future use.

e Example: Saving customer profiles in a relational database.

o Key Activities: Data organization, indexing, and ensuring availability.

Major Difference:

e Creation is about generating or capturing data, while storage is about preserving
and organizing data for future use.

e Creation is often immediate and transient, whereas storage focuses on reliability and
accessibility over time.

3. Data Usage/Processing

e Description: Data is processed and analyzed to derive insights, support
decision-making, or drive applications.

e Example: Generating sales reports from transaction data.

o Key Activities: Data transformation, analysis, querying, reporting, and application
use.

4. Data Sharing/Distribution

e Description: Data is shared with stakeholders, departments, or external parties for
collaboration or operational purposes.

e Example: Sharing analytical reports with management or sending customer data to a
marketing team.



o Key Activities: Data transfer, access control, and data security during sharing.

Major Difference:

e Usage focuses on processing and analysis internally, while sharing is about
externally distributing or providing access.

e Usage often involves transformations, while sharing involves secure transfer and
permissions.

5. Data Archival

e Description: Data that is not actively used but may be needed in the future is moved
to long-term storage or archives.

e Example: Archiving last year’s financial records.

o Key Activities: Compression, encryption, indexing, and storage in less expensive
mediums.

6. Data Deletion/Destruction

e Description: Data that is no longer needed, has expired, or is mandated for deletion
by regulations is securely removed.

e Example: Deleting old customer records after 7 years in compliance with GDPR.

e Key Activities: Secure deletion, shredding, or overwriting data to prevent recovery.

Major Difference:

e Archival retains data in low-cost storage for potential future use, whereas deletion
permanently removes data.

e Archival focuses on preservation; deletion focuses on security and regulatory
compliance.

Summary of Key Differences Between Phases



Phase Major Differences
Comparison

Creation vs Creation generates data; Storage preserves it. Creation is immediate;
Storage Storage focuses on long-term reliability.

Usage vs Usage involves internal processing; Sharing involves external
Sharing distribution. Usage transforms data; Sharing ensures secure access.
Archival vs Archival retains data for future reference; Deletion removes it
Deletion permanently. Archival focuses on cost-effective storage; Deletion

focuses on compliance and security.

(MST)Analyse the key practices for the monitoring and management of cloud security.
(4m)

Monitoring and managing cloud security is critical because cloud environments are dynamic,
accessible over the internet, and often involve multiple service providers. Effective practices
ensure data protection, compliance, and resilience against attacks. Here’s a structured
analysis of key practices:

1. Continuous Monitoring
Objective: Detect threats, vulnerabilities, and anomalous behavior in real-time.
Key Practices:

e Use Cloud-native Security Tools: AWS GuardDuty, Azure Security Center, Google
Cloud Security Command Center.

e Log Management and Analysis: Collect and analyze logs from servers,
applications, network devices, and cloud services.

e Intrusion Detection and Prevention Systems (IDPS): Deploy tools to identify and
block suspicious activity.

e Automated Alerts: Set up thresholds for unusual behavior, failed logins, or
configuration changes.



Benefit: Enables early threat detection and proactive response.

2. Identity and Access Management (IAM)
Objective: Ensure that only authorized users can access cloud resources.
Key Practices:

e Role-Based Access Control (RBAC): Assign permissions based on roles to
minimize privilege exposure.

e Multi-Factor Authentication (MFA): Adds a layer of verification beyond passwords.
e Regular Access Review: Periodically audit accounts, roles, and permissions.

e Use of Temporary Credentials: Limit long-term credentials to reduce risk of
compromise.

Benefit: Reduces the risk of insider threats and unauthorized access.

3. Data Protection and Encryption
Objective: Protect data at rest, in transit, and during processing.
Key Practices:

e Encrypt Sensitive Data: Use strong encryption standards (AES-256, TLS 1.2+).
e Key Management Practices: Securely store and rotate encryption keys.

e Data Loss Prevention (DLP): Implement policies to prevent unauthorized sharing or
leakage.

e Backup and Recovery Plans: Ensure encrypted backups and regular recovery
testing.

Benefit: Maintains confidentiality, integrity, and availability of data.

4. Security Configuration Management

Objective: Maintain secure configurations across all cloud resources.



Key Practices:

e Automated Compliance Checks: Continuously compare configurations against
security benchmarks (CIS, 1ISO 27001).

e Patch Management: Regularly update software, OS, and applications.

e Least Privilege Principle: Configure systems to allow minimum necessary access.

Benefit: Reduces vulnerabilities and misconfiguration risks, which are common attack
vectors in cloud environments.

5. Threat Intelligence and Incident Response
Objective: Respond effectively to incidents using data-driven insights.
Key Practices:

e Threat Intelligence Feeds: Stay updated on known vulnerabilities and emerging
threats.

e Incident Response Plan (IRP): Predefine procedures for detection, containment,
and recovery.

e Simulation Drills: Conduct regular incident response exercises.

e Forensics and Logging: Maintain detailed logs for post-incident analysis.

Benefit: Minimizes damage, downtime, and reputational loss in the event of a breach.

6. Security Automation and Orchestration
Objective: Reduce human error and response time.
Key Practices:

e Automated Compliance and Remediation: Use scripts or tools to fix common
misconfigurations automatically.

e Security Orchestration, Automation, and Response (SOAR): Integrate security
alerts and automate responses.



e Continuous Deployment Security Checks: Embed security testing into DevOps
pipelines (DevSecOps).

Benefit: Enhances efficiency and ensures consistent security across dynamic cloud
environments.

7. Compliance and Governance
Objective: Ensure regulatory compliance and enforce security policies.

Key Practices:

o Define Security Policies: Include access controls, data handling, encryption, and
incident management.

e Audit and Reporting: Generate regular compliance reports for GDPR, HIPAA, SOC
2, etc.

e Vendor Risk Management: Assess third-party cloud providers for security practices.

Benefit: Ensures legal compliance and reduces organizational risk.

8. Network Security and Segmentation
Objective: Protect cloud networks from unauthorized access and lateral movement.
Key Practices:
e Firewalls and Security Groups: Control traffic between cloud resources.
e Microsegmentation: Isolate workloads to prevent widespread compromise.
e VPNs and Secure Access: Ensure encrypted access to cloud resources.

e DDoS Protection: Use services like AWS Shield or Azure DDoS Protection.

Benefit: Limits attack surfaces and prevents unauthorized lateral movement.

(MST)How do you address security concerns by Service level agreement in cloud
management? (4m)

Addressing security concerns through a Service Level Agreement (SLA) in cloud
management is a critical practice because the SLA defines the responsibilities, expectations,



and guarantees between the cloud service provider (CSP) and the customer. Here’s a
structured explanation:

1. Define Security Responsibilities

e Shared Responsibility Model: Clearly specify which security tasks are managed by
the cloud provider and which are the customer’s responsibility.

o Provider: Physical security, infrastructure security, network protection.

o Customer: Access management, data encryption, compliance with
regulations.

e This avoids gaps in security coverage and ensures accountability.

2. Specify Data Protection Measures

e Data Encryption: The SLA should state whether data is encrypted at rest and in
transit, and who manages encryption keys.

e Data Isolation: Multi-tenant environments must ensure that customer data is
logically isolated from others.

e Data Ownership & Retention: Clearly define that the customer owns the data, how
long it is retained, and the procedure for data deletion after termination.

3. Incident Management & Response

e Incident Reporting: SLA should define the timeframe for notifying customers of
security incidents.

e Response Time & Resolution: Specify maximum response and resolution times for
security breaches.

e Compensation: Outline remedies, such as service credits or penalties, if SLA
obligations are not met.




4. Compliance & Audit Requirements

Regulatory Compliance: The SLA should confirm adherence to standards like ISO
27001, GDPR, HIPAA, or SOC 2.

Audit Rights: Customers should have the right to request security audit reports or
participate in compliance reviews.

5. Availability & Disaster Recovery

Uptime Guarantees: The SLA should define system availability percentages (e.g.,
99.9%) to ensure service reliability.

Backup & Recovery: Include provisions for regular backups, recovery point
objectives (RPO), and recovery time objectives (RTO) for critical data.

6. Access Control & Identity Management

Authentication & Authorization: SLA should specify measures for secure access
(MFA, role-based access control).

Logging & Monitoring: Define what security logs are maintained and how
monitoring is done to detect anomalies.

7. Change Management & Security Updates

Patch Management: The SLA should describe the provider’s process for applying
security patches and updates.

Notification of Changes: Customers should be informed of significant infrastructure
or security changes.

(MST)Interpret the role of network security in cloud? Breakdown new threats faced by
cloud computing?(8m)

Role of Network Security in Cloud Computing



Network security in the cloud ensures that data, applications, and services hosted on cloud
platforms remain confidential, available, and intact. Since cloud computing relies on the
internet for access, network security plays a crucial role in protecting the cloud
infrastructure from unauthorized access, data breaches, and other cyber threats.

Key roles include:

1. Data Protection
o Encrypts data in transit and at rest to prevent unauthorized access.

o Ensures sensitive data, such as personal information or financial records, is
secure.

2. Access Control

o Implements identity and access management (IAM) to ensure only authorized
users can access resources.

o Supports multi-factor authentication (MFA) to strengthen security.
3. Threat Detection and Prevention

o Monitors network traffic for suspicious activities (intrusion detection and
prevention systems).

o Blocks malicious traffic like DDoS attacks, malware, or ransomware.

4. Compliance and Governance
o Ensures cloud services meet regulatory requirements (GDPR, HIPAA, etc.).
o Provides auditing and logging to track access and modifications.

5. Maintaining Service Availability

o Protects against attacks that can disrupt services, like denial-of-service
attacks.

o Ensures high availability and disaster recovery capabilities.
6. Segmentation and Isolation

o Uses virtual private networks (VPNs) and virtual LANs (VLANSs) to isolate
resources.

o Prevents lateral movement of attackers inside the cloud network.



New Threats Faced by Cloud Computing

Cloud computing introduces unique challenges compared to traditional IT infrastructure due
to shared resources, remote access, and multi-tenancy. Some emerging threats include:

1. Data Breaches and Loss

o Unauthorized access to cloud-stored data due to misconfigured storage or
weak credentials.

o Insider threats from employees of cloud service providers.

2. Account Hijacking
o Attackers steal cloud user credentials to gain full access to cloud resources.
o Can lead to data theft, service disruption, or financial fraud.

3. Insecure APIls

o Cloud services expose APlIs for integration; insecure APIs can be exploited to
compromise services.

o Attackers can manipulate APIs to steal data or escalate privileges.

4. Denial-of-Service (DoS) and Distributed DoS (DDoS) Attacks
o Overloads cloud resources, making services unavailable to legitimate users.
o Exploits cloud scalability, potentially causing financial loss.

5. Misconfiguration and Poor Governance

o Incorrect cloud storage settings (e.g., public S3 buckets) can expose sensitive
data.

o Weak policies on access control and monitoring lead to vulnerabilities.
6. Shared Technology Vulnerabilities
o Multi-tenant environment: one compromised tenant may affect others.

o Vulnerabilities in hypervisors or container platforms can be exploited.



7. Advanced Persistent Threats (APTs)

o Sophisticated, targeted attacks that infiltrate cloud infrastructure for long-term
espionage.

8. Compliance and Legal Risks
o Data stored in multiple regions may violate local data privacy laws.

o Breaches can lead to legal penalties and reputational damage.

Chapter 7: Containers and Edge Computing

Introduction to edge computing and its significance in the context of cloud
computing and discuss containers and edge computing with openstack in
cloud service with examples(12m).

Edge Computing is a distributed computing model where data processing, analysis,
and storage occur closer to the data source—such as sensors, loT devices, mobile
phones, industrial machines—rather than sending all data to a centralized cloud.
The “edge” means the network boundary near end-devices.

Instead of relying entirely on distant cloud data centers, edge computing shifts
computation to local edge servers, gateways, or even smart devices.

Significance of Edge Computing in Cloud Computing

1. Reduces Latency

Cloud servers are often far from loT devices or users, causing delays.
Edge computing processes data locally — instant responses.
Useful for: autonomous cars, robotics, online gaming, AR/VR.

2. Saves Bandwidth and Cloud Costs

Huge loT data does not need to be fully uploaded to the cloud.
Edge devices filter, compress, or analyze data locally —
reduced bandwidth usage and lower cloud storage/processing cost.



3. Real-Time Decision Making
Cloud cannot support microsecond-level decisions.

Edge computing supports real-time analytics, enabling immediate actions.
Examples: industrial automation, healthcare sensors, smart traffic systems.

4. Improved Reliability & Offline Functioning

If internet/cloud connectivity fails:
Edge devices can still operate independently — high reliability.
Useful in: remote locations, factories, disaster zones.

5. Enhanced Security & Privacy

Sensitive data (health, finance, surveillance) can be processed locally.
This reduces exposure to the internet — better privacy and reduced attack risk.

6. Better Support for Massive loT

Billions of loT devices generate huge amounts of data.
Edge computing distributes processing — scalable loT ecosystem.
Cloud handles heavy analytics, while edge handles local tasks.

7. Complements Cloud Computing

Edge does not replace cloud; it improves cloud performance by:

e Reducing workload on cloud servers
e |mproving application speed

e Enabling hybrid cloud—edge architectures

This makes cloud services more efficient, responsive, and intelligent.



1. Containers in Cloud Computing

What Are Containers?

Containers are lightweight, portable, and isolated environments that package an
application with its dependencies (libraries, config files).

Unlike VMs, containers share the host OS kernel, making them much faster and
efficient.

OpenStack's Role with Containers:

e Hosting Orchestration: OpenStack services, particularly its compute service
Nova, are used to provision the Virtual Machines (VMs) that become the
worker and control nodes for a Kubernetes cluster.

e Container as a Service (CaaS): The OpenStack project Magnum is
designed to provide CaaS by integrating container orchestration engines (like
Kubernetes, Docker Swarm) directly into the OpenStack environment.
Magnum automates the deployment and scaling of these clusters on
OpenStack resources.

e Resource Provisioning: OpenStack's services provide the fundamental
infrastructure:

o Nova (Compute) for VMs/Bare Metal.

o Neutron (Networking) for network connectivity and policies.

o Cinder (Block Storage) and Manila (Shared File Systems) for
persistent container storage.

3. Real-World Example: Containers with
OpenStack

Example: Telecom Microservices
Vodafone or Airtel deploy cloud-native network functions (5G core components):

e AMF (Access Management Function)
e SMF (Session Management Function)

e UPF (User Plane Function)



These run as containers orchestrated by Kubernetes (Magnum) on OpenStack
private cloud.

Benefits:

e Scale UPF automatically during high traffic
e Deploy new 5G features quickly

e Reduce hardware costs

Or

A large retailer like Walmart uses OpenStack to manage its massive private cloud
infrastructure. They can then deploy Kubernetes clusters on top of OpenStack VMs
using Magnum to run their containerized e-commerce applications, which need to
scale rapidly, especially during peak shopping events like Black Friday. This ensures
the containerized services have the necessary compute and networking resources
from the underlying OpenStack cloud.

4. Edge Computing with OpenStack

What is Edge Computing?

Processing data closer to the source (loT devices, sensors, mobile towers) instead
of a centralized cloud..

OpenStack's Role in Edge Computing:

e Distributed Infrastructure: OpenStack can manage a central control plane while
deploying smaller, minimal sets of compute, storage, and networking services (using
components like Nova, Neutron, and Cinder) at many remote edge sites.

e Low-Latency Foundation: By providing the laaS layer at the edge, OpenStack
enables applications to run locally, satisfying the low-latency and high-availability
(Carrier Grade) requirements of edge use cases.

e Hosting Edge Workloads: The edge sites, managed by the central OpenStack, can
host either VMs for Virtual Network Functions (VNFs) or, more commonly,
containerized workloads (via Kubernetes/KubeEdge) for cloud-native applications.

Examples:

1. 5G/Telecom Services (Verizon, China Mobile): Telecommunications companies
use OpenStack to build an Edge Cloud that deploys resources closer to mobile



subscribers. This infrastructure is essential for hosting low-latency, high-bandwidth
services like 5G core network functions (often virtualized or containerized) and
Mobile HD video streaming with guaranteed quality of experience (QoE).

Chapter 8: Cloud Network (SDN & NFV)

What is NFV in cloud networking explains its benefits and role.

Network Functions Virtualization (NFV) is a technology that virtualizes traditional network
functions—Ilike routing, load balancing, and firewalls—so they run as software on standard
servers instead of dedicated hardware devices. It enables service providers to deploy new
network functions in hours instead of months, using inexpensive generic servers.

and exam-friendly points:

.1 Benefits of NFV in Cloud Networking

1. Reduces Hardware Cost

e Traditional networks require dedicated routers, firewalls, load balancers, etc.

e NFV replaces them with software-based virtual functions running on standard
servers.

e Saves CAPEX (hardware cost) + reduces maintenance cost.

2. Faster Deployment of Network Services

e Virtual network functions (VNFs) like vFirewall or vRouter can be deployed within
minutes.

e No need to install physical hardware.

e Helps cloud providers scale quickly.

3. High Scalability and Flexibility



e VNFs can be scaled up/down automatically based on traffic load.

e Cloud users can add new services easily (e.g., VPN, IDS, load balancer).

4. Improves Network Automation

e NFV works with SDN (Software-Defined Networking) to automate:
o Traffic routing
o Resource allocation
o Service chaining

e |eads to a more intelligent and programmable cloud network.

5. Easy Management and Centralized Control

e All virtual functions can be managed through a single controller.

e Makes network operations simpler and reduces errors.

6. Better Performance and Reliability

e NFV supports:
o Auto-scaling
o Fault tolerance
o Load balancing

e |[f a server fails, VNFs can automatically move to another server (high availability).

7. Rapid Innovation and Service Customization



e Cloud providers can quickly launch new network features without new hardware.

e Facilitates on-demand services for customers.

Role of NFV in Cloud Networking

1. Enables Software-Based Network Functions

Instead of using physical devices, NFV allows network functions to run on virtual machines
or containers inside the cloud.

Benefit:
e Reduces reliance on expensive hardware.

e Easy to deploy and manage.

2. Improves Scalability and Flexibility
NFV lets cloud providers scale VNFs up or down dynamically based on traffic demands.

Example:

During high traffic, more virtual firewalls/routers can be automatically deployed.

3. Supports Rapid Service Deployment

New network services can be launched in minutes instead of months because everything
is software-based.

Cloud impact:
e Faster rollout of services (VPN, NAT, firewall policies).

e Automatic provisioning.



4. Reduces Operational and Capital Costs
NFV uses commodity servers, reducing the need for specialized hardware.
Benefits:

e |Lower CAPEX (hardware cost)

e Lower OPEX (maintenance, power, space)

5. Enhances Automation via NFV-MANO

NFV includes a management and orchestration layer (NFV-MANO) that handles:

e Automatic deployment of VNFs
e Configuration
e Monitoring

e Lifecycle management

This makes cloud networks more automated and self-healing.

6. Improves Cloud Network Agility

NFV integrates with SDN (Software-Defined Networking) to create programmable cloud
networks.

Together SDN + NFV enable:

e Centralized control
e Automated routing

e Quick policy updates

7. Supports Multi-Tenant Cloud Environments



NFV provides isolation and security for different customers by creating separate VNFs for
each tenant.

Example:

Multiple customers can have their own virtual firewalls or load balancers.

8. Facilitates Edge and 5G Cloud Networking

NFV is key in modern edge/5G systems, allowing network functions to run closer to users in
cloud-edge nodes.

Examples:
e Virtual EPC (Evolved Packet Core)
e Virtual RAN

e MEC (Multi-access Edge Computing) cloud services

(MST)Draw a diagram with examples and discuss real world cases where network
function virtualization is utilized. (4m).

Network Functions Virtualization (NFV)

Network Functions Virtualization (NFV) is a technology that virtualizes traditional network
functions—Ilike routing, load balancing, and firewalls—so they run as software on standard
servers instead of dedicated hardware devices. It enables service providers to deploy new
network functions in hours instead of months, using inexpensive generic servers.

Example of NFV

Virtual Firewall (VFW):
Instead of buying physical firewall hardware, a company deploys a software firewall running

as a VNF on cloud servers.
It can be scaled up or down easily based on traffic.

Other examples:

e Virtual Router (vRouter)



e Virtual Load Balancer (vLB)
e Virtual IDS/IPS

e Virtual EPC (for telecom)

Real-World Use Case of NFV

Use Case: 5G Telecom Networks (Very Common in Exams)
Telecom operators like Jio, Airtel, Vodafone use NFV to build 5G core networks.

How NFV is used:

e The 5G Core (AMF, SMF, UPF, etc.) is implemented as VNFs instead of costly
hardware.

e NFV allows them to quickly deploy services, scale during peak hours, and reduce
cost.

e Network slicing in 5G also depends heavily on NFV.

Operations 0SS and BSS Partners

Virtualized Network Functions (VNFs)
Applications

And
NFV management

Network Function Virtualization Infrastructure and
orchestration

Infrasture
Services Virtual Virtual Virtual (MANO)
and Compute Storage Network
Hardware
ARG m Storage Network

v Answer: TRUE

Cloud computing offers flexibility, scalability, and cost benefits, but it also introduces many
security threats because data, applications, and infrastructure are handled over the internet
and shared environments.



Why the Statement Is TRUE
(Explanation)

Cloud systems face threats due to:

e Shared infrastructure (multi-tenancy)

e |Internet-based access

e Misconfigured cloud resources

e Increasing cyber-attacks targeting cloud services

e Large attack surface (VMs, containers, APls, storage, identity systems)

So the statement is 100% TRUE.

Real-World Examples of Cloud Security
Threats

1. Capital One Cloud Data Breach (2019) — Misconfigured Firewall

e Hacker exploited a misconfigured AWS WAF firewall rule.
e Sensitive data of 100+ million customers was exposed.

e Proves: cloud misconfiguration is a major threat.

2. Microsoft Azure “ChaosDB” Vulnerability (2021)

e A vulnerability allowed attackers to access thousands of Azure Cosmos DB
accounts.

e Related to improper privilege configuration.

e Shows: cloud platform-level threats exist.



3. Verizon Cloud Storage Leak (2017) — Public S3 Bucket
e A third-party contractor left an S3 bucket publicly accessible.
e Exposed 14 million customer records.

e Shows: human errors in cloud configuration cause major breaches.

4. Dropbox Cloud Breach

e Attackers accessed cloud-stored data using stolen credentials.

e Shows: weak identity and password reuse is dangerous in cloud.

NEW Threats to Cloud Services
(2024-2025)

1. Al-Powered Cyber Attacks

e Attackers use Al to bypass cloud security, generate phishing emails, exploit cloud
APls.

e Al models even help in finding misconfigurations and weak access tokens.

2. Ransomware-as-a-Service (RaaS) Targeting Cloud
e Modern ransomware groups target:
o Cloud storage (S3, Blob)
o Cloud VMs
o Database services

e Cloud backups are also being attacked.



3. API Exploits & Serverless Attacks

e Cloud uses many APls.
e Attackers target:
o Open APIs
o Unregulated serverless endpoints

e Leads to data leaks or function hijacking.

4. Supply Chain Attacks in Cloud Services

Example: Attackers compromise:

e A cloud library
e A SaaS provider

e CI/CD pipelines
Then indirectly affect thousands of companies.

5. Shadow IT in Cloud

e Employees use unauthorized cloud tools (Google Drive, Dropbox, Notion).

e |eads to data leakage from uncontrolled cloud usage.

6. Container & Kubernetes Attacks
e Attackers compromise:

o Kubernetes clusters



o Container images from registries

e Common threats: Cryptomining in clusters.

Discuss software-defined networking(SDN) with OpenStack. Explain the architecture
and protocols involved in implementing SDN in a cloud environment. (4m)

Software-Defined Networking (SDN) is a modern networking approach where the control
of the network is separated from the physical devices.Instead of configuring switches
and routers manually, SDN allows you to control the entire network through software,
making it centralized, programmable, and highly flexible.

2. SDN in OpenStack: Overview

OpenStack uses a networking service called Neutron.
SDN integrates with Neutron to provide advanced, programmable, scalable virtual
networking.
Why SDN is needed in OpenStack?
e Multi-tenant network isolation

e Dynamic creation of networks, routers, security groups

Automation and orchestration

Efficient handling of east-west & north-south traffic

Greater scalability than traditional networking

Neutron supports SDN via plugin architecture:

e ML2 (Modular Layer 2) plugin

e SDN controller plugins (OVN, ODL, ONOS, VMware NSX, etc.)

Architecture of SDN

A typical SDN Architecture consists of three layers.



Application Layer
(Routing, Load Balancing, etc

Northbound
APls

Control Layer
(SDN Controller)

Southbound
APIs

Infrastructure Layer
(Physical Switches, Data Plane)

SDN Architecture

e Application Layer: It contains the typical network applications

like intrusion detection, firewall, and load balancing.

e Control Layer: It consists of the SDN controller which acts as the
brain of the network. It also allows hardware abstraction to the
applications written on top of it.

e Infrastructure Layer: This consists of physical switches which
form the data plane and carries out the actual movement of data

packets.

The layers communicate via a set of interfaces called the north-bound
APIs(between the application and control layer) and southbound
APIs(between the control and infrastructure layer).


https://www.geeksforgeeks.org/ethical-hacking/intrusion-detection-system-ids/
https://www.geeksforgeeks.org/computer-networks/introduction-of-firewall-in-computer-network/
https://www.geeksforgeeks.org/dsa/load-balancing-on-servers-random-algorithm/

protocols involved in implementing SDN in a
cloud environment.

1. Northbound Interface Protocols (Application Layer to
Control Layer) [

These are the Application Programming Interfaces (APls) that allow network applications
and cloud orchestration platforms to communicate their requirements to the SDN Controller.

RESTful APIs (Representational State Transfer):

Description: This is the most common form of Northbound API. They are web-based,
language-agnostic interfaces that use standard HTTP methods (GET, POST, PUT, DELETE)
to allow applications (like firewalls, load balancers, or cloud orchestrators) to interact with the
SDN Controller.

Role in Cloud: They enable automation and orchestration—a cloud management
platform (like OpenStack) can use these APlIs to request the SDN controller to create a new
virtual network, provision a firewall rule, or allocate bandwidth for a new tenant's workload.

2. Southbound Interface Protocols (Control Layer to
Infrastructure Layer) [}

These protocols are the most crucial for the core SDN function: decoupling the control
plane (the network "brain," or SDN Controller) from the data plane (the network forwarding
devices like switches and routers). They allow the central controller to program the
forwarding devices.

OpenFlow:

Description: This is the most well-known and open-standard protocol specifically designed
for SDN. It enables the SDN Controller to directly manage the flow tables (forwarding rules)
on compliant switches and routers.

Role in Cloud: It allows for granular, centralized control over how data packets are
forwarded through the cloud network's underlying infrastructure, facilitating dynamic
resource allocation and multitenancy isolation.



What is the role of resource scheduler in the laaS service layer? (2m)

A resource scheduler is a core component of cloud infrastructure (especially in laaS —
Infrastructure as a Service) that decides how and where cloud resources (VMs, CPU,
memory, storage, networks) should be allocated.

It works like the “brain” of the cloud, making intelligent decisions to ensure efficient
utilization of hardware resources across multiple physical servers.

Role of Resource Scheduler in the laaS
Service Layer

In the laa$S layer, users request virtual machines, storage volumes, or networks. The
resource scheduler ensures these resources are allocated efficiently.

Below are the key roles:

1. VM Placement / Resource Allocation
e Decides which physical server (host) a new virtual machine should run on.
e Ensures the host has enough CPU, RAM, and network capacity.

e Avoids overloading a single physical machine.

Example:
In OpenStack Nova, the Nova Scheduler selects the best compute node for a new VM.

2. Load Balancing Across Hosts
e Distributes workloads evenly across physical servers.
e Prevents “hot spots” where one server is overloaded while another stays idle.

e Improves system performance and reduces response time.



3. Resource Optimization & Efficiency
e Maximizes utilization of hardware resources.
e Applies optimization algorithms like:
o BestFit
o Least Loaded Host
o Round Robin

o Filter and Weight Scheduler (OpenStack)

4. Ensures SLA (Service Level Agreement) Compliance
e Allocates resources to meet performance guarantees.

e Ensures high availability and reliability as promised by the cloud provider.

5. Power and Cost Optimization
e Consolidates idle workloads to fewer servers.

e Allows unused servers to be switched off to save power.

Used in green cloud computing.

6. Fault Tolerance and High Availability
e Automatically re-schedules VMs if a physical host fails.

e Supports live migration decisions.

Example: VMware DRS, OpenStack Nova Compute failover.



7. Supports Multi-Tenancy
e Ensures isolation between different customers.
e Avoids resource contention.

e Enforces quotas set for each user/project.

8. Scheduling Policies

Resource scheduler enforces different policies such as:

o Affinity/Anti-Affinity
Place VMs together or on different servers.

e Priority-based Scheduling
High-priority VMs get more resources.

e Fair Share Scheduling
Ensures equal distribution across tenants.

Chapter 9: Cloud Management

How does cloud management work? List its 6 benefits.

How Cloud Management Works

Cloud management refers to the tools, processes, and techniques used to
monitor, control, and optimize cloud resources such as virtual machines, storage,
networks, and applications.

It works through the following key steps:

1. Provisioning

Automatically creating and deploying resources (VMs, containers, storage) when
needed.

2. Monitoring



Tracking performance, availability, usage, and health of cloud resources in real time.

3. Automation

Using scripts or tools to perform routine tasks like scaling, backups, updates, and
resource allocation without human intervention.

4. Orchestration

Coordinating multiple cloud services and workflows to ensure smooth operation
(e.g., deploying an app across multiple servers).

5. Security & Compliance
Managing identity access, encryption, audit logs, and enforcing compliance rules.

6. Cost Management

Monitoring and optimizing cloud spending to avoid unnecessary costs.

6 Benefits of Cloud Management

1. Improved Efficiency

Automates tasks, reducing manual work and speeding up deployments.

2. Cost Optimization

Identifies unused resources and right-sizes workloads to reduce cloud expenses.
3. Enhanced Security

Provides centralized control over access, encryption, monitoring, and compliance.
4. Scalability

Automatically scales resources up or down based on demand.

5. Better Performance Monitoring

Continuous monitoring ensures high application performance and quick issue
detection.



6. Centralized Management

Single dashboard to manage all cloud environments (public, private, hybrid).



